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Abstract

This study investigates the culture of online shaming in Malaysia. A survey amongst 320 UiTM
law students was conducted using a five-point Likert scale survey questionnaire. A cross-
sectional data was collected from 320 respondents. The survey finding indicates that online
shaming postings are commonly found in social media application like Whatsapp, Instagram,
Youtube, Facebook and Twitter. The survey finding also indicates that the most common
behaviors associated with online shaming are sexism, racism or religious bigotry. Based on
the findings, this paper concludes that the culture of online shaming in Malaysia is worrying
and leads to abuse. The findings of the survey help to provide a beneficial input to the
government, legislature and the public on the culture of online shaming in Malaysia, and the
legal consequences of online shaming. This study urges for an awareness campaign to be
undertaken at institution of higher learning and schools with emphasizes on the legal
implications of online shaming arising from section 114A of the Evidence Act 1950
(presumption of online publication), section 211 of the Malaysian Communications and
Multimedia Act 1998 (prohibition of online publication of false, annoying and threatening
materials), Sedition Act 1948, Official Secrets Act 1972 and Data Protection Act 2010.
Keywords: Online Shaming, Culture, Students, Awareness, Legal Implication

Introduction

Social Media and Online Shaming

This study surveys the culture of online shaming in Malaysia. Online shaming frequently
involves the publication of private information of a person on the internet (called doxing) to
intimidate the person. Other than doxing, online shaming includes teen-shaming, slut-
shaming, revenge porn, negative reviews and ‘name & shame’ commonly used by the
government to punish publicise tax evasion, environmental violations and minor crimes like
littering (Carson, 2015).

Online shaming also targets socially undesirable behaviours such as unsafe driving and bad
parking among members of society (Mei Lin and Lau, 2015). It is also used to shame social
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media users who sent impolite, aggressive or insulting text messages (Allen, 2014). Among
Malaysian Muslims, ‘hijab-shaming’ is among the most common type of online shaming
(Nurulsyahirah, 2015).

Incidents of online shaming are reported to be on the rise. Online shaming is largely enforced
through social media applications, open forums, online news portals and blogs (Klonick,
2015). While social media enables online sharing of information, it also subjects to abuse.
Online shaming is classified as a form of cyber bullying and cyber harassment. (Fagbenle,
2013), (Poole, 2013) and (Dewey, 2015).

Online shaming emerged from the internet community response to the anti-social behaviours
that may not necessarily require police action (Ho, 2015). The internet provides an avenue for
enforcement of customs, values and behaviours and empowers the public to act upon any
violation or to right injustices by publishing them online with the intention of shaming the
offenders (Klonick, 2015).

Due to its widespread use and popularity, online shaming has fast become an important part
of a new type of surveillance known as ‘sousveillance’ i.e. watch from below, where the
practice of surveillance is inversed (Mann, Nolan and Wellman, 2003). In the context of online
shaming, the surveillance is conducted by the online community and not by the authority.
Judging by its objectives and functions, online shaming is both an act of internet vigilantism
which is a mode of informal regulation within online communities as well as a form of cyber
social control (Wehmhoener (2010), Phillips and Miltner (2012).

Online Shaming as an Instrument of Social Control

The prevalence culture of online shaming signifies the exploitation of shaming as an
instrument of social control. The aim of online shaming is to punish real or perceived violation
of a social norm (Klonick, 2015). Online shaming becomes an avenue for those who are upset
or offended to impose some discipline (Ho, 2015). In addition, online shaming also targets
socially undesirable behaviours such as unsafe driving and bad parking among members of
society, to shame social media users who send impolite, aggressive or insulting text messages
(Allen, 2014). Thus, it is evident that online shaming has been accepted as one of the
instruments of social control.

Online shaming is aimed at addressing transgressions of norms and other social values which
is a subjective judgment by large and does not rely on laws to indicate when an offence
deserves a punishment. Online shaming in Malaysia is still classified as informal sanction as
currently it is not part of a government endorsed shaming sanction like imprisonment or
community service. Compared to formal sanction, what amounts to infringements and non-
compliance behaviors or social norms that result online shaming vary and uncertain between
societies. While online shaming serves as a court of public opinion, it can condemn a
perceived wrongdoer and impose real life consequences. It has the power to shape public
perception and impact lives, for better or worse.

According to the past literature, online shaming opens to abuse as there is no law to regulate
the practice. Skoric (2010), Schulten (2015) and Cheung (2012) state that due to lack of
procedure, online shaming can be abused by the netizens which can lead to humiliation.
Goldman (2015) discusses on negative implications of using online shaming as an instrument
of social control. In contrast, Wehmhoener (2010), treats online shaming as a form of internet
vigilantism. Kaplan (2015) regards online shaming as a modality for justice and equality.
Further, Dewey (2015) states that online shaming helps the vulnerable group to gain
attention.
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Online shaming has been credited by Phlips and Milner (2012) as an informal legal sanction
in the absence of a meaningful legal solution and dissatisfaction of the formal sanction. Skoric
(2010) and Massaro (1997) studies found that the effectiveness of online shaming as a
deterrent is closely related with the individuals’ characteristic and the community. Hence it is
pertinent to survey the culture of online shaming in Malaysia. Surveying the culture of online
shaming will benefit the society and the policy makers in dealing with online shaming in
Malaysia. Appropriate measures can be introduced to curb the widespread of online shaming
in Malaysia.

Method

The study is designed as a descriptive study which employs quantitative research method
involving survey. A self-developed survey questionnaire was used as instrument for data
collection. The survey questionnaire is divided into five separate sections. The first section
(Part A) was designed with the purpose of obtaining the demographic information of the
respondents by using nominal data. The remaining sections of the survey (Part B — Part E)
were designed to meet the four objectives of this research. Each section contains a 10-item
statement, based on five-point Likert scale ranging from the lowest to the highest. The
statements were formulated from a number of sources including the literature review and
personal experiences. A small-scale pilot study involving 10 respondents was conducted to
ensure the validity and reliability of the survey instruments.

The population for the survey is 1780 students who have enrolled as bachelor and post-
graduate students at UiTM Law Faculty as at 30th September 2016. Due to budget and time
constraints, the survey is limited to UiTM law students. While law students only made up
slightly over 10% of 15,000 students in UiTM Shah Alam, they are the best population for this
research since they have better understanding of the aim and function of online shaming as
an instrument of social control.

Sample size is determined by using Krejcie and Morgan table (1970) whereby for finite
population of 1800, the required sample size is 317 with 95% confidence level and margin of
error at 0.05. To avoid sample selection bias, a stratified sampling is used whereby the
relevant stratum is the student’s academic level. The layer size of each academic level is 1387
for Bachelor, 76 for Advance Diploma, 289 for Master and 23 for Doctorate. Based on
proportionate stratified sampling equation, the sampling fractions are 247 from Bachelor
students, 13 from Advance Diploma students, 289 from Master students and 23 from
Doctorate students.

A self-administered survey questionnaire was distributed by hand using random sampling
techniques to 320 respondents between 1 October 2016 until 1 April 2017. The survey
guestionnaires duly completed by the respondents were collected on the same day by the
researchers themselves. The respondents comprised of 71.9% females and 27.2% males, with
87.8% are single and the remaining respondents are either married or divorced. Majority of
the respondents are Malay (94.1%), followed by the native of Sabah and Sarawak (6%), with
96.3% of them are Muslim. Data analysis was conducted using SPSS v. 24, whereby the survey
data was analyzed using both descriptive and statistical data analysis.
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Findings

Table 1

Type of offences/anti-social behaviours commonly read/posted/share/liked/commented
online

Child Insens Degra limpo
abuse itivityi Reckle ding/i lite/ Cheati
/ gnora Corrup ss/danCrude Litter nsulti rude/ ng/pic
Type of Dome Poor nce/int acts/ gerou displa ing/s ng aggre k Sexism/ Resp
offences/anti- stic  servic consi abuse Bad/ill s y ofFighti pittin text ssive Paed pocket racism/r oden
social violen e/pro derat of egal  drivin privile ng/bulg/sm messa beha hopil ing/ste eligious Unpatri Othet's
behaviours ce duct e power parkingg ge lying oking ges viour e aling bigotry oticact rs Code
N Vali320 320 320 320 320 320 320 320 320 320 320 320 320 320 320 320 320
d
Mis O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
sing
Sum 215 192 197 208 92 140 67 200 77 169 224 132 134 232 93 23 5136
0

Table 1 reports16 categories of offences or anti-social behaviours that are commonly read,
post, share, like or commented by the respondents through social media. There are 8
categories of offences/anti-social behaviors that record the response rate above 50% among
the respondents. Sexim, racism. religious and bigotry act records the highest response rate
with 232 or 72.5% of the respondents admitted having read, post, share, like or commented.
Second highest response rate is child abuse and domestic violence with 215 or 67.2%
respondents. Crude display of privilege and other acts record the lowest response rate among
respondents which are 92 (21%) and 23 (7.20%) respectively. Other offences that record low
response rate are littering, spitting and smoking (77/24%), bad and illegal parking (92/28.75)
and unpatriotic act (93/29%).

Table 2
Personal experience of the respondents in posting or being shamed online

Cumulative
Frequency Percent Valid Percent Percent
Valid 0 3 .9 .9 .9
Yes 38 11.9 11.9 12.8
Never 209 65.3 65.3 78.1
Not sure 70 21.9 21.9 100.0

Total 320 100.0 100.0
Table 2.1: Have you ever made shaming posting?

Table 2.1 reports the respondents’ personal experience in making online shaming posting.
From the survey, it is found that 38 (11.9%) respondents admitted to have made shaming
posting online. In contrast, 209 (65.3%) respondents denied having ever made shaming
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posting online. There are 70 (21.9%) respondents who are unsure whether they have ever
made shaming posting.

Table 2.2
Have you ever been shamed online?

Cumulative
Frequency Percent Valid Percent Percent
Valid 0 5 1.6 1.6 1.6
Yes 67 20.9 20.9 22.5
Never 162 50.6 50.6 73.1
Not sure 86 26.9 26.9 100.0

Total 320 100.0 100.0

Table 2.2 reports the respondents’ personal experience of being shamed online. It is found
that 162 respondents (50.6%) had never been shamed online, compared to 67 respondents
(20.9%) admitted to have the personal experience of being shamed online. There are 86
respondents and 11.9% (38 respondents) who are unsure whether they have ever been
shamed online.

Table 2.3
Have you ever like/share/comment shaming posting?

Cumulative
Frequency Percent Valid Percent Percent
Valid 0 4 1.3 1.3 1.3
Yes 97 30.3 30.3 31.6
Never 148 46.3 46.3 77.8
Not sure 71 22.2 22.2 100.0

Total 320 100.0 100.0

Table 2.3 reports the respondents’ answer to a survey whether they have ever like, share or
comment shaming posting in social media. Based on the response given, 97 (30.3%)
respondents have liked, shared or commented shaming posting prior to the survey. However,
148 (46.3%) respondents answered that they never like, share or comment shaming posting.
71 (22.2%) respondents answered that they are not sure whether they have ever like, share
or comment shaming posting.
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Table 3
Online social media application commonly associated with online shaming

Social Social Social
media media media
Social media application application application Social media Social media Social media
application commonly commonly commonly application application application
Respodent's commonly  logged-in:  logged-in:  logged-in: commonly commonly commonly
Code logged-in:facebook instagram twitter googleplus logged-in:youtube logged-in:telegram logged-in:whatsapp
N Sum Sum Sum Sum Sum Sum Sum

Grand Total
320 187 236 182 104 204 37

Table 3 reports the online social media application commonly associated with online shaming.
There are 7 social media applications listed in the survey and the respondents are allowed to
choose as many online social media as they like. The highest number of respondents
(236/73.75%) answered that Whatsapp is the social media application commonly associated
with online shaming. Besides Whatsapp, 3 other social media applications i.e. Youtube,
Facebook and Twitter record the response rates above 50% among the respondents as online
social media application commonly associated with online shaming. The lowest number of
response rate among the respondent for this category is Telegram application, which only
records 37 (11.6%) response rate.

Table 4: The Online Media platform where online shaming postings are commonly found

305

Most common Most common  Most common

platform for platform for platform for Most common

online media online media online media platform for
Respodent's postings:social postings:open postings:online online media

Code media forums news postings:blogs
N Sum Sum Sum Sum
Grand Total
320 300 64 88 110

Table 4 reports the respondents’ answer to survey, which online media platform where online
shaming postings are commonly found. There are four types of media platform listed in the
survey i.e. social media, open forums, online news and blogs. For this survey, the respondents
are allowed to choose as many online social media as they like. An overwhelming number of
respondents i.e. 300 (93.75%) had chosen social media as the online media platform where
online shaming postings are commonly found.
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Results And Discussion

There are four issues involving online shaming which have been surveyed in this study.

First issue is on the offences or anti-social behaviours that are commonly read, post, share,
like or commented by the respondents through social media. The finding indicates that 8 out
of 16 offences/anti-scoial behaviors are commonly read, post, share, like or commented by
majority of the respondents.

Second issue is on the respondents’ personal experience i) in making online shaming posting;
ii) of being shamed online; iii) in giving like, sharing or commenting shaming posting. The
finding indicates that majority of the respondents have neither made online shaming posting,
nor being shamed online. While majority of the respondents have never been shamed, 30.3%
of the respondents admitted tohave liked, share or commented shaming posting online.
Third issue is on online social media application commonly associated with online shaming.
The finding indicates that Whatsapp is the social media application commonly associated with
online shaming, followed by youtube, facebook and twitter. The finding is consistent with the
popularity of Whatsapp application among the Malaysian public compared to other social
media such as telegram, which records the lowest number of response rate.

Fouth issue is on online media platform where online shaming postings are commonly found.
Between four media platform listed in the survey, social media has been chosen as the online
media platform where online shaming postings are commonly found ahead of other online
platform such as open forums, online news and blogs. Again, this finding is consistent with
the fact that social media is the most popular communication platform among Malaysian
public.

All the findings above suggest the existence of the culture of online shaming in Malaysia.
These findings are consistent with the writings made by Goldman (2015), Moukalled (2015),
Schulten, (2015), Cheung (2012) and Skoric (2010) on the prevalent culture of online shaming.
The findings also revealed the respondent’s inclination to like, share or comment to online
shaming postings on sensitive issues involving sexism, racism and religion. These are sensitive
issues that are known capable of creating tension and social unrest amongst the multi-cultural
and multi-religion society in Malaysia.

Based on the findings, it is hereby proposed for the institutions of higher learning and schools
to conduct an awareness programme on the negative effects of online shaming culture be
conducted amongst students. The awareness programme should emphasize on the legal
implications of online shaming arising from section 114A of the Evidence Act 1950
(presumption of online publication), section 211 of the Malaysian Communications and
Multimedia Act 1998 (prohibition of online publication of false, annoying and threatening
materials), Sedition Act 1948, Official Secrets Act 1972 and Data Protection Act 2010.

The awareness campaign should also emphasize on the recently announced guideline by the
Malaysian Ministry of Education on online shaming. Under the guideline, sharing and posting
criticisms of government and school policies are now banned alongside cyber bullying
covering both students and teachers. (Sarban Singh, 2017). The new guideline also lists
sharing someone else’s embarrassing photos and spreading rumours as cyber bullying. The
guideline prohibits teachers and students from making or sharing any sensitive information
related to political, religious and racial matters, especially if these could threaten national
security.

Through this awareness campaign, it could educate the students in the universities and
schools on the legal consequences of online shaming. This could help to curb the culture of
online shaming from becoming more prevalent and rampant among Malaysian societies.
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Conclusion

This study investigates the culture of online shaming in Malaysia, with UiTM law students
have been selected as the population of survey. At the outset, the findings of the survey are
consistent with international literature on online shaming. In hindsight, the findings of survey
raised an alarm on the worrying state of the culture of online shaming in Malaysia. Being a
country with high internet penetration rate (87.5%) and smartphone ownership stood at 70%
among its population, Malaysia is confronted by the negative culture of online shaming.
Though the findings are limited to the number of respondents surveyed, they provide an
insight to the existence of the culture of online shaming in Malaysia generally. The recent
introduction of a guideline on online shaming by the Ministry of Education applicable to
teachers and students, serves as evidence that the culture of online shaming is prevalent and
had produced negative effects in education institutions, and need to be curbed. To gain better
insight into this infamous culture, this study proposed for a large-scale survey at national level
to be conducted in the future.
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