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Abstract

This paper discusses the development of a generic preservation model for the preservation
of social science primary research data and records created by research institutions and
related organizations in Malaysia. This paper also presents the analysing of various best
practice pragmatic examples policies, guidelines and models on recordkeeping functional
requirements and data archiving. The result of the analysis leads to the analysis of the
InterPARES Chain of Preservation (CoP) model and United Kingdom Data Archives (UKDA) Life
Cycle model that underpin the construction of the generic model.
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1. Introduction

In order to set the context of the study, this Chapter begins with an analysis of the
records life cycle and continuum concepts as every records including that of primary data and
records for research should be managed in accordance to these concepts. The basis of the
continuum concept is the functional requirements of recordkeeping systems with the ability
to manage born digital records from creation through their preservation. In order to identify
international best practices guidelines, policies and models on functional requirements of
electronic records management, the next section of this Chapter presents an analysis of
international projects devoted to the preservation of born digital records inclusive of primary
research data and records of research in social science. Six international projects specifically
on recordkeeping functional requirements were identified and analysed.

The following section of this paper discusses the reasons for adopting the CoP and the
UKDA Life Cycle models and subsequently followed by the process of developing the generic
preservation framework for the preservation of social science primary research data created
by research institutions and related organizations in Malaysia. This is to fulfil the first aim of
the study: To examine and analyse best practice models for preservation of digital primary
research data in social science research through the process of identifying suitable models
developed for the preservation of primary research data; examining and analysing best
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practice models for the preservation of primary research data; and developing a generic
preservation framework to be used as a framework for the construction of a model suitable
for the Malaysian case.

The records continuum concept was developed by the Australian records and archival
community. Before the emergence of the continuum concept, records practitioners the world
over have conveniently used the records life cycle concept and it was regarded as one of the
core concepts in records management. It is widely accepted by records management
professionals as an important concepts to underpin total records management program best
practice, so much so Pedley (1992:11, 64) equated the term with theory. The life cycle concept
was developed in the USA by records practitioners in the 1930s. Through the life cycle
concept, every record passes through various stages in its lives, be it paper or electronic. Every
record has to be created, used, maintained and stored, appraised, and finally either be
destroyed or preserved in an archive (Smith, 1996; Robek, Brown & Stephens, 1996; Gill,
1993; Schwartz & Hernon, 1993; Hare & McLeod, 1997; Shepherd & Yeo, 2003).

The life cycle concept has long been established and fits well with paper-based records
management. Questions regarding the suitability of the life cycle concept to be used in
managing born digital or electronic records have been much debated by the various experts,
records practitioners and academicians (Irwan Kamaruddin, 2014). As a result of the debate,
the Australian records management community came with an idea of a continuum concept
and until the time of writing, the literature suggests that it seems to be the best concept for
the management of born digital records (Duff, 1995; Upward, 1996; McKemmish, 1997;
Marshall, 2000; Mutero, 2011). The aim of this paper is to review current development of a
generic model for preservation of primary research data based life cycle of digital resources.
In order to achieve this aim, we review digital preservation project at international level which
in line with digital resources life cycle.

2. International Projects Devoted To Digital Preservation

The projects illustrated in Table 1 addressed digital preservation in various domains
such as 1) e-government, scientific and research data, geospatial information, electronic
health records, audio and video, media archives, government and cultural archives, corporate
data archives; 2) domain specific adaptation of Open Archival Information System (OAIS)
Reference Model; 3) digital disasters and recovery; 4) digital forensic for authenticity of
information; 5) technological infrastructure development for trusted digital repositories; 6)
trusted digital repositories in cloud; 7) digital preservation for legal compliances; 8) the
challenges and techniques for maintaining trust in electronic records over long period; 9)
integrating e-record management with e-government; 10) approaches for long term
sustainability of digital repositories; 11) data mining and repurposing of digital information
stored in digital repositories; 12) long term storage solutions with techniques for optimization
and efficacy; 13) preparing for audit and certification of digital repositories; 14) design of
domain specific digital preservation policy framework; 15) curriculum design for digital
preservation.

One of the more theoretical projects that analysed a couple of components of digital
records was the Investigating Significant Properties of Electronic Content(InSPECT) project.
Supported by the Arts and Humanities Data Service (AHDS), the project was scheduled to
operate from April 2007 through September 2008 and aims to “examine the whole concept
of significant properties, determine which properties are significant for a range of object types
and assess the importance of each of these for future representation of the object...”. Despite
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the dearth of current, on-going projects solely devoted to digital records, a more recent trend
has been to take a more granular approach to the issue. The SHERPA DP2 Project and the LIFE
Project (Davies, Ayris, McLeod, Shenton &Wheatley,2007) can serve as examples in the area
of institutional repositories while in the area of electronic records management, the
InterPARESCoP Model 2 provides a comprehensive and well-documented process. More
recently, projects such as the “Digitale Archivering in Vlaamse Instellingen en Diensten”
(DAVID) and “Managing the Digital University Desktop” (MDUD) along with several individual
studies have further explored this issue (Pennock, 2006). While the MDUD project has only
made available a couple of presentations and an online tutorial regarding the management
of e-mail, the DAVID project has elaborated on at least one issue that is at the core of
InterPARES: authenticity (Force, 2009). In his report “Filing and Archiving E-mail,” Boudrez
(2006) asserted that, to ensure the authenticity of e-mails, “all essential components [must]
... be archived,” including their archival context, their content (subject and attachments) and
their structure (header and message field). In his assessment, Boudrez offers a preservation
solution based on a combination of Extensible Markup Language (XML) and migration—a
process currently being used by the Antwerp city archives. These projects aside, it may be
only assumed that, with the increasing reliance on e-mail, additional projects will emerge and
continue to address issues and concerns related to this type of digital record (Force, 2009).

One of the dominant current trends among digital preservation projects is to focus on
developing information systems that ingest, manage and retrieve “data,” “digital objects,”
“digital information” and/or “digital content” based on the Open Archival Information System
(OAIS) model. Where InterPARES 2 based its Chain of Preservation Model on the OAIS model,
adapting it to archival theory and methods, 35 other projects have followed the model more
literally, incorporating also its language. This has resulted in an often confusing lexicon of
digital preservation terminology. For example, the Co-operative Development of a Long-Term
Digital Information Archives (KOPAL), which is currently developing tools to ensure the long-
term access to electronic publications, uses the terms “digital documents” and “digital data”
interchangeably in its mission statement, while the “Cultural, Artistic and Scientific knowledge
for Preservation, Access and Retrieval” (CASPAR) project explores ways to handle the
preservation of the digital resources of many user communities (Factor et. al, 2007).The
“Securing a Hybrid Environment for Research Preservation and Access Development Partner”
(SHERPA DP2) project, which is devoted to preserving electronic publications, works to
develop its “OAlS-based distributed preservation model ... to interact with repositories
holding different and varied types of digital content.” (Force, 2009).

Table 1.
Preservation Issues Addressed by the Digital Preservation Projects.
Research Projects Year of | Preservation Issues Addressed
Commencement
Victorian Electronic Records | 1990s System Emulation
Strategy (VERS)
CURL Exemplars in Digital | 1990s Preservation of bit stream of digital
Archives (CEDARS) object in different format
Creative Archiving at Michigan | 1990s Emulating the old system on the new
and Leeds: emulating the old system
on the new (CAMILEON)

38



INTERNATIONAL JOURNAL OF ACADEMIC RESEARCH IN BUSINESS AND SOCIAL SCIENCES

Vol. 7, No. 11, 2017, E-ISSN: 2222-6990 © 2017

University of Pittsburgh project | 1990s Functional requirements for
evidence in recordkeeping

University of Indiana project 1990s Testing the Pittsburgh functional
requirements

University of Yale project 1990s Testing the Pittsburgh functional
requirements

National Archives of Australia | 1995 Statement of common position on

preservation of government electronic recordkeeping

records in electronic

environment

US Department of Defence | 1997 Functional requirements for

(DoD) creating, handling and preserving
electronic records

UKDA projects 1998 System for the preservation and
open access of primary research data
and records in social science
disciplines

PRO’S  Electronic  Records | 1999 Functional requirements for

Management Systems electronic records management
systems: Part One — Statement of
Requirements

NARA’s electronic records | 1999-2000 Systems functions for electronic

project recordkeeping and electronic
records management system — Fast
track guidance

National Archives of Malaysia | 2003 — 2007 Preparation of working tools such as

eSPARK project guidelines, procedures for ERM in
Malaysian government and AMS

Network Excellence on Digital | 2004-2007 To integrate research activities and

Libraries (DELOS) disseminate knowledge of digital
library technologies

The Long-Term Preservation | 2005 A metadata schema for long-term

Metadata for Electronic preservation of electronic resources

Records (LMER)

Minnesota Historical Society E- | 2005 — 2007 Testing technologies available to

Legislature preserve electronic records of the
Minnesota legislature

Effective Strategic Model for | 2005 — 2007 Cost models for the preservation of

the Preservation and Disposal digital assets include primary

of Institutional Digital Assets research data

(ESPIDA)

DLM Forum of the European | 2002 - 2007 Model requirements for electronic

Commission recordkeeping (MoReq)

Clever Recordkeeping | 2007 Recordkeeping metadata standards

Metadata Project (CRKM),

Monash University
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Life-Cycle Information for E- | 2007 The life cycle generic preservation

Literature (LIFE) model

Investigating Significant | 2007-2008 Theoretical project analysing the

Properties of Electronic components of digital records

Content (InSPECT) Project

Digitale Archivering in Vlaamse | 2007/2008 Preservation of authentic archival

Instellingen en records

Diensten(DAVID)

Managing the Digital University | 2007/2008 Filing and archiving e-mail

Desktop (MDUD)

Co-operative Development of a | 2007/2008 Tools to ensure the long-term access

Long-term Digital Information to electronic publications

Archives (KOPAL)

Cultural, Artistic and Scientific | 2007/2008 OAIS-based distributed preservation

Knowledge for Preservation, model, access and retrieval of

Access and Retrieval (CASPAR) cultural and scientific knowledge

Securing a Hybrid Environment | 2007/2008 The concepts of institutional

for Research Preservation and repository

Access Development Partner

(SHERPA DP2)

Romanian Social Data Archive | 2007/2008 Preservation of authentic digital

(RODA) records

Service-Oriented Architecture | 2007 — 2008 An metadata architecture and toolkit

for Preservation and Ingest of for partially automating preservation

Digital Objects (SOAPI) and ingest workflows in digital
repositories

Digital Repository | 2009 Built testbed for knowledge

Infrastructure Vision for infrastructure of the European

European Research (DRIVER) Research Area for data storage and
data transport

Preservation E-print Services | 2009 Methods to preserve electronic

(PRESERV) publications

Exploring Collaborations to | 2009 Tools for the preservation of digital

Harness Objects in a Digital objects

Environment for Preservation

(ECHO Depository)

Data Preservation Alliance for | 2009 To identify, acquire and preserve

the Social Science (Data-PASS) data at risk of being lost to the social
science research community

Preservation and Long-term | 2009 Tools and services to ensure long-

Access through Networked term access to organizations valued

Services (PLANETS) digital content

Metadata Encoding and | 2009 Standards on metadata encoding

Transmission Standard (METS) and transmission

Image Spatial Data Analysis | 2009 Tools and systems for the

Group (ISDA/Ip2Learn)

preservation of spatial data
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International Research Project | 1999 — 2012 Chain of Preservation model for the
on Permanent Authentic preservation of the integrity and
Records in Electronic Systems authenticity of electronic records
(InterPARES) through the life cycle and continuum
concepts

LIBER Working Group on E- | 2012 To support research data
Science and Research Data management within the European E-
Management Science Working Group

NDIIPP Preserving US State | 2012 Tools and systems for preservation
Government Information of government records

Projects

DataUp Project 2012 Developing an open-source web

application  for  creation of
standardized metadata

Demystifying  Born  Digital | 2012 Management of born digital

Project materials

Web Archiving Project 2012 Tools for preservation of records on
the web for archival purpose

Trust and Digital Records in an | 2013 Concepts and tools for Preservation

Increasingly Networked Society of records in the clouds

Based on the careful analysis of the various products of the digital preservation
projects as illustrated in Table 1, it was found that in order to preserve born digital records
they must be captured in their entirety and appraised at their creating stage by using an
effective tool that is a recordkeeping system with specific functional requirements. Functional
requirements are usually very specific and measurable. In capturing the electronic record in
its entirety, the issue of long-term preservation is actually tied into the creation and capturing
of the electronic records as record managers must look to apply retention and disposition
instructions from the earliest possible moment during the point of creation in a recordkeeping
system (Walker, 2002; Duranti, 2013). The primary research data and records for research
must be created in an electronic recordkeeping system with appropriate functional
requirements so that they can be preserved and can be accessed when needed for reuse from
the point of their creation.

2.1 International Best Practices Guidelines, Policies And Models For Developing Functional
Requirements Of Electronic Records Management

The purpose of the analysis of national and international policies, guidelines and
models best practices addressing the main functional requirements of ERMS systems aimed
at confirming the functional requirements identified in the literature review showed in Table
1. The analysis identified common themes in the guidelines and resulted in a set of list of the
main functional requirements of ERM. Essentially, the list provides a frame of reference
against which to measure and construct the generic preservation framework for the
preservation of primary data and records for research.

Firstly, the institutions and organizations listed are leading advocates for developing,
establishing and providing authoritative guidance on all aspects of ERM and digital
preservation. Secondly, the organisations are all leading advocates from different countries
around the world, thereby offering a wider perspective of the functionality of ERM systems.
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Thirdly, while the organizations listed produced many policies, guidelines and models
regarding the management of born digital records, those identified addressed the whole
functionality of ERM systems inclusive of the preservation aspects. The writer thought that it
is important to include only policies and guidelines addressing all aspects of ERM in order to
allow a more comparison between the policies, guidelines and models and their contents.
Table 2 illustrates the main functional requirements of ERM identified in each document.

Table 2.
The Main Functional Requirements of ERMS for Managing and Preserving Born Digital
Records.
NFTG DoD NAACM UKNA ERMS EC MoReq InterPARES
CoP
Declare  a | Creating file | Create Records Create Manage
record plans records classification classification | framework
scheme for CoP
Capture a | Identifying Capture Declaration of | Manage Select and
record records records records control and | preserve
security records
Maintain Filing Manage Capture Manage Managing
and use | records content of | records retention the creation
record records and disposal | of records
of records
Record Storing Manage Capture Capturing Manage the
security records context of | metadata records receipt of
records records
Facilitate Scheduling Manage Manage Referencing | Monitor
search and | records structure of | control /ldentifier of | performance
retrieval records versions of | records of record
records making
system
Manage Searching Maintain Manage Searching of | Facilitate
access and records in | records records access
Retrieving the long- | retention
records term
Preserve Transfer Manage Manage Retrieval of | Carry-out
records records metadata of | disposition of | records disposition
records records
Create audit | Providing Manage Auditing and | Rendering of | Appraise
trail audit trails audit authentication | records records
Dispose Access Manage Manage Transfer of | Acquire
records control remote import/export | records selected
access of records records
Transfer Destroying Manage Manage Destruction Reproduce
records records findings aids | migration of | of records electronic
for records | records records
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Having established the functional requirements of the ERM, the writer continues with
the analysis of CoP and UKDA in order to justify why these two models are suitable for the
construction of a generic preservation framework for the preservation of primary data and
records for social science research. The CoP and UKDA were not part of Walker’s (2002)
model framework.

3. The Lifecycle Of Digital Resources
3.1 The Creation of Digital Resources of Research Projects Activities

There are nine (9) data creation requirements namely: format, type, storage, medium,
metadata, accessibility, security, program and policy/procedures. Data creation requirements
are essential to ensure records created are being well-managed until its disposition. Born
digital data and records of research activities will go through its phases of the lifecycle from
creation, maintenance, appraisal, disposition, preservation and continuing access. If at the
creation stage, the records creation requirements are not being fulfilled, the tendency of the
records are lost and to be less authentic, reliable and usable is high. The purpose of having
the nine data creation requirements at the early stage in records management (which is
creation) is to allow better management at every phase of record-keeping processes.

Records format can be in various formats such as word processing documents, images,
mathematical, graphics, presentation and other electronic data format. For instance, word
processing document can be in Microsoft Office document (doc) format, Office Open XML
document (docx) and latest in portable document format (pdf). Format of the records are
essential to enable records to be retrievable and accessible. The data format must be
supported by the data archives system of the organisation. Data type can either be alphabetic,
numbers, alphanumeric and symbols. Combination of data types constructs the information
stored in the database that is comprehensible by the users. Storage is one of the requirements
in managing data archives as it becomes the “shelves” of the data kept. In electronic
environment, database is the storage medium for the data to be kept.

Metadata for instance the title of the records, date created, date modified and other
important information in records are essential to support the retrieval audit trail and the
evidential of a record created, edited or deleted. Accessibility on the other hand, will enable
the retrieval of information by the right person and at the right time. Program is software
used to open the data stored in the data archive. For instance, document processing
document is using Adobe Reader program that support the retrievable of information without
allowing the information to be edited or deleted. Each record stored will have policies and
acts to be followed to ensure it has the standardization in data storage and retrieval.

Each of the elements will be managed and used in every phase in the data lifecycle.
The data lifecycle started from the creation of the records until the records are reuse as
references by the same researcher or other researchers. At the creation of the records,
elements of data format, type and program are managed together in the data archive. This is
because those elements are needed even in the first phase in the data cycle to ensure the
records are remained accessible until the records are being reuse. Usually, the data created
will be used immediately right after it was been created. At this stage of usage, the elements
of accessibility and security will play its roles.

3.2 Data and Collection Management and Preservation

Data and collection management and preservation may involve a number of
stakeholders who can fulfil different functions and roles. These functions and roles may be for
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a fixed or indefinite duration and can involve direct or indirect participation in the process.
Immediately after creation of the data and usually for a period after this the primary data
creators and digitizers will be responsible for the management and short-term preservation of
the resource. The resource can also be deposited or will be transferred at a subsequent point
to institutions or internal departments which will support or assume responsibility for long-
term preservation and access. These functions can be undertaken by internal departments
within the digitizers where their organizations' roles extend to long-term preservation.
Alternatively these functions will be achieved by offering to deposit with and/or acquisition of
the resource by the institutional archives, copyright and deposit libraries, and academic
archives.

In addition, digital information may be created as part of the process of collection
building or collection management of a resource. This can be seen as an extension or
supplement to data creation process and similar criteria will apply. Collections may be
extended or new aggregations of resources created by licensing, copying or mirroring existing
digital information created by others. New digital information can also be created in collection
management processes e.g. the computerized cataloguing or digital research materials
generated from existing resources in digital or traditional forms.

In some cases the resource or collections may be managed and preserved by
administrative processes which we have described as "remote management". For dynamic
constantly changing information, a single deposit and acquisition for long-term preservation
may be inappropriate. In such cases digital information may remain with the data creator who
will assume responsibility for updating and maintaining it. The primary data creator may be
legally obliged or voluntarily abide by standards and procedures established by an external
organization with established procedures for deposit. Decisions may be taken to periodically
sample or copy the resource which will provide an archive of the resource at particular points
in time.

"Active" resources which are still used by their creators in a current project or business
process may be managed and preserved by a similar process of remote management in which
the data creators abide by standards and procedures agreed with and monitored by an
external organization. In such cases the data may be reviewed and selected for deposit and
acquisition when it is no longer in an active phase of use by the data creator. Alternatively a
copy of the data may have been deposited during this active phase but access may be denied
or restricted for an agreed period.The organizations we have identified as "data banks", and
to a more limited extent other organizational types, may also be involved as contractors in
remote management of resources. They frequently manage resources under contract to
others who retain legal responsibility for the resource and set terms and standards in the
contract for their management.

3.2.1 Acquisition, Retention or Disposal

Acquisition of a resource may involve decisions about collection policy, selection and
rejection criteria, sampling methodology, collection levels, retention periods, disposal of part
or all of a resource, selection for long-term preservation, and which data resources should be
accessioned into (or excluded from) a permanent collection or handled by remote
management of the resource. It will also involve data evaluation - a nuts and bolts assessment
of those data resources which are potential acquisitions and will determine how (even
whether), and at what cost a data resource may be included in a collection and its fitness for
its intended purpose. This process will be critically dependent on or affected by decisions made
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when the resources were created: the formats and structures used, data quality and
consistency, the existence of metadata and documentation, or the rights accompanying the
resource. Decisions taken when the resource is acquired will subsequently shape the collection
and impinge directly upon how it is catalogued and documented, managed, made accessible
to end users, and preserved. The selection process occurs primarily when the resource is
acquired but can be an iterative process. Decisions not to retain a resource or to transfer it to
another organization can occur after an agreed review period or as the collection policies of
an organization and its peers evolve and change over time.

3.2.2 Data Management

A suite of related decisions about how data resources are handled and described once
they are included in a collection. How data is managed will depend upon how it has been
created or supplied (e.g. in what format, with what documentation, and under what terms and
conditions). Data management options will accordingly be constrained by decisions taken
when data is created or selected for inclusion in a collection and by the funding and technology
available to the organization. They will also constrain data use and preservation options.

3.2.3 Data Structure, Format, Compression, and Encoding

How data is formatted (written to magnetic media), compressed, and encoded (i.e.
how internal semantic or syntactic features are represented) will determine its portability
across hardware and software platforms and how it may be stored, preserved, manipulated,
and subsequently enriched.

3.2.4 Data Description and Documentation

The information supplied about a data resource's structure, contents, context,
provenance, and history. The information will normally be in two parts; information which was
created with the resource such as users' manuals and data dictionaries or provided to
document its transfer; and secondly new digital information created when existing resources
in traditional or digital form are catalogued or supplemented by research. It influences how a
resource is located, managed, and used, and frequently reflects data acquisition decisions
(notably as they reflect what documentation is supplied for a resource, how it is supplied, and
who supplies it), and the subject or sectoral documentation standards and practices of the
creators and curators of the resource. It will also be contingent upon the resources in terms of
cataloguing staff and expertise available to the managing agency.

3.2.5 Data Storage

Itinvolves organizational decisions about whether collections or parts of collections are
stored centrally or distributed across several sites, contracted out to a data bank, or the
technical decisions about what magnetic media and hardware platforms, physical security,
refreshing or replacement of storage media, and contingency procedures, are used. Options
are constrained by the resources' structure format, compression, and encoding; by whether
the resource is dynamic or fixed in its nature; the need to maintain authenticity and integrity
of the resource; and also upon the relative emphasis given to their use and/or preservation.
Accordingly data storage decisions together with the available funding and technologies can
constrain data creation or acquisition and help to determine how (even whether) and to what
extent a data resource once included in a collection can be preserved and/or used.
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3.2.6 Data Preservation

A suite of strategic and procedural decisions which together with other aspects of data
management help to ensure that the content, context and authenticity of a data resource
survives through time and changing technologies with minimal loss in its information content,
functionality, and accessibility.

3.2.7 Data Use

Data use can occur immediately after its creation and for an indefinite period
thereafter. Its use can be to fulfil its primary purpose when created, involve subsequent
secondary analysis, or inclusion in a collection developed to fulfil other aims. The primary data
creators, digitizers, funding agencies, publishers, institutional archives, copyright and deposit
libraries, academic archives and their user communities may all be involved in data use or
defining and servicing user requirements. Use of the data will be highly contingent on the
decisions made and circumstances surrounding creation, management and preservation of the
resource; the rights management and economic framework which applies, and the approaches
taken to identify and reconcile the needs of different stakeholders.

How data is delivered to and used by end users will be contingent upon: how and why
it was created or acquired; agreements to co-operate, share or exchange data between
different institutions; conditions and procedures required to meet legal and economic
requirements; how/where it is stored; and upon what software and hardware is needed to
access it. Its use over extended periods of time will also be contingent on decisions made on
data management and preservation.

KEY DATA MANAGEMENT INTERVENTION POINTS

X Managemaent Planning
%3, 4/ [hareedata s
) / \; matadata templates
The
8 |

Social Science

v
Publication & Research Life Initial Data
Sharing Cycle Collection

| 2:::;':';’" v J . M : I | Sign off consent
~ Long-term Discovery & : form

L1y
\\ Final Data /
Licensing, lorms v T Preparation & ~.| Shared data
| and conditions for Analysis sharing pratocols
| sharing, formal
| documentation

Green and Gutmann, 2007 UK DATA ARCHIVE

Fig. 1. The Social Science Research Life Cycle.

Table 3.
Life Cycle of a Digital Resource of Research Project Activities.
Data creation Decisions made when the digital resource was created-often

outside the control of the collection manager, but having a major
impact on the options subsequently available.

Data management | The processes by which management and preservation of data
and preservation are made and conducted.
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documentation

Acquisition, Decision based on the digital resource’s, compressed and
retention or | encoded.

disposal

Data structure How a digital resource is formatted, compressed and encoded.
Data description | The extent to which the digital resource’s structure, content,
and provenance and history have been documented.

Data storage

The computer hardware and media used to store the digital
resource.

Data preservation

Safeguarding the information content of any digital resource
from the ravages of time, technological change and decaying
magnetic media. Different strategies are appropriate for different
data types and structures. Preservation requirements will
impinge on how digital resources are structured, documented,
stored and validated and possibly even on the conditions and
methods by which digital resources can be accessed by end users.

Data use Decisions on how digital resources are to be delivered and used;
will be influenced by how they were created and will influence
how they are managed.

Rights Intellectual property rights, data protection and confidentiality

management issues; need to develop both acquisition licences and distribution
licences and implementation procedures.

Table 4.

UKDA Framework in Practice Compared to Data Bank Services.

Stage in Life-Cycle; Data Bank

| UKDA

Data Creation

Acting on a contract basis to
manage data at the bit-stream
level, with no interest in a data
resource’s future usage, and
compelled for economic advantage
to offer the same service to all, the
data bank has little interest in how,
why, or for whom deposited data
are created.

This unique perspective is apparent in the core
services offered at UKDA which accessions and stores
data created in a variety of different standard and
non-standard formats. Where UKDA’s work with the
UK National Archives is concerned, UK National
Archives guidelines pertaining to the management of
computer-readable datasets mitigate to a larger
extent the need for that role being taken up by the
data bank.

Data Acquisition

The data bank operates on a cost
for quantity economic model and
so its role in data selection is
limited.

UKDA departs some way from the norm in its work for
the UK National Archives. Although UKDA must
archive all data resources and information systems
deposited by the National Archives, it does exercise
some influence, in discussion with the UK National
Archives about accessioning priorities and costs, and
with officials in government departments who are
responsible for identifying and preparing records for
long-term retention.
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Structure and Storage

Data banks leave responsibility for
how data are formatted, encoded
and compressed with depositors,
though may regulate how (e.g. on
what media) deposited data may
be transferred. They are therefore
largely unconstrained in the data
structures they can accommodate
and will not normally need to
restructure data unless they are
contracted by the depositor to
perform content migration or data
distribution functions or to provide
access services.

UKDA will undertake these additional functions when
engaged (and funded) to do so either by the record
generating project, or by the record generating
project, or by the designated University authority
which may take responsibility for the long-term
preservation of certain data resources. Government
departments take account of data resources’ physical
and technical characteristics when selecting data for
deposit. UKDA will also restructure data deposited by
the UK National Archives since it is engaged to migrate
them through changing technical regimes and make
them accessible to users.

Data Description and Documentation

With the exception of essential
administrative information which is
supplied by the data bank to locate,
name, and record other Vvital
statistics about deposited data,
data documentation is left entirely
to the depositor.

Again, UKDA'’s role is exceptional where UK National
Archives data are concerned, since the UK National
Archives has contracted out to it some functions in
standardising, and enriching documentation that is
supplied by depositor.

Data Preservation

Data banks migrate data files
through storage media to ensure
their readability, but content
migration (ensuring that data can
be meaningfully represented by
and accessed from contemporary
platforms) is the responsibility of
the depositor. The data bank will
rely upon extensive computing
infrastructure which may include
large-scale  computer servers,
robotic tape libraries, etc.
Preservation is based around the
management of archive copies of
the deposited data resources; that
is, copies which are independent of
any online representation they
may have.

A preservation scenario: Archive copies are stored on
industry standard digital tape or other approved
media as may arise, and there will be multiple copies
of any single data file, some stored on and others
stored off site, preferably in temperature controlled
and fire-proof safes or rooms. Off-site copies should
be a safe distance from on-site copies to ensure they
are unaffected by any natural or man-made disaster
affecting the on-site copies. Archives copies may be
written with different software to protect data against
corruption from malfunctioning or virus-or bug-ridden
software, and may be made to comparable magnetic
media purchased from different suppliers to guard
against faults introduced by the media’s suppliers into
their products or into batches of their products. Data
files stored as archive copies will be migrated
periodically to new media with that migration taking
place within a minimum time which reflects the media
supplier’s estimate for the media’s viability under
prevailing climate conditions. In addition, media will
be checked periodically for their readability. Such
checking may be conducted automatically by archive
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systems according to parameters set by system
operators. The integrity of data files may also be
checked using checksum and similar procedures which
may be implemented automatically by the archive
system according to parameters set by system
operators.

Data Use

Beyond ensuring that depositors
can recall their data on readable
media, the data bank is
unconcerned with re-use. User
support is oriented exclusively
toward depositors (typically also
the data’s sole users) and may
include documentation about the
service on offer, how it works, and
how access to it may be acquired.

UKDA’s position is complicated by its having been
contracted to the UK National Archives to distribute
holdings in its Computer Readable Data Archives. In
this respect, to adopt functions more typically
associated with an institutional or academic data
archive. User support services are also complicated by
the data bank’s involvement in providing third-party
access to UK National Archives-deposited data.

Rights Management

Since the data depositor tends to
be the sole user of data which are

stored in a data bank, rights
management is not a central
concern.

Depositors take full responsibility for data they
deposit in the UKDA.
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Fig. 2. UKDA Data Lifecycle Model.
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Fig. 3. First Level of Primary Research Data Preservation Framework.

The Chain of Preservation model (CoP) presents four main activities in managing
records that are lengthily elaborated in previous pages in this chapter. Thus, for the creation
of model that suit Malaysian cases, these four activities are implemented into the above
diagram. The first activity is Managing Framework for Chain of Preservation. Secondly,
Managing the Creation of Records followed by Manage Records in Recordkeeping System and
lastly Select and Preserve Records. In creating data or records, there are some guidelines or
requirements that are needed to be fulfilled to ensure the creation of the data are complete,
comprehensive and accurate. The United Kingdom Data Archives (UKDA) presents nine data
creation requirements that are needed to be included in the creation of data. These are
format, type, storage, medium, metadata, accessibility, security, program and
policy/procedures. Thus, in data creation phase, the nine requirements are mandatory. These
nine data requirements crucially turn out to be necessitates in the creation of data for a
superior management of the next phases of managing primary research data in centralized
data archives system. By adopting the InterPARES recordkeeping functional requirements and
UKDA data lifecycle, this generic preservation framework was developed in order to measure
the existing practices of the Malaysian case. Different research organisation might have
different data to be stored which depends on its functions and policy enforced. The
organisation might also have different level of confidentiality of the data. However, the
elements of the data will be the same as proposed in the generic preservation framework as
well as the data lifecycle will also be the same as proposed by the InterPARES recordkeeping
and UKDA models. In managing records in recordkeeping system, the elements and lifecycle
phases closely related to one another for a creation, maintenance, usage, storage and
preservation of an authentic, reliability and usability of the records.
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Fig. 4. Second Level of Primary Research Data Preservation Framework.

The evolution of the model showed that the four main activities become the core
elements in this model. The four activities as suggested by the Chain of Preservation are
needed to be managed and completed for accurate and reliable data and records are being
stored in the data archive. As shown in the model, the four activities are following the records
lifecycle as every record life is started with is creation, maintenance, appraisal and finally
preservation. Thus, these records keeping system are being carefully managed and kept in
the data archives with the existence of people to manage the records such as records
manager, IT officers, programmer, research administrators and etc. Technology on the other
hand includes computer hardware and software, database and server. Policies to regulate and
administer the records stored and process to handle the process of data keeping.As data and
record are systematically select and kept, the output of the whole processes are to distribute
the records to the end-users or researchers. As records are being distributed to the users, it
also being reuse by variety of users such as the creators of data and records, government
agencies over time as long as the records are available and retrievable in the data archive.
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Fig. 5. Third Level of the Construction of the Generic Model for the Preservation of Primary
Research Data and Records.
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This diagram provides an extension of the previous model. The four core activities are
comprise their own sub-activities before the records being kept in the data archives as
permanent research data. In the activity of managing records creation, the nine data creation
requirements are needed. The requirements of format, type, storage, medium, metadata,
accessibility, security, program and policy/procedures are required to ensure a
comprehensive creation of records are being done. The next activity as proposed by the Chain
of Preservation is the Manage Records in Record Keeping System consists of two sub-activities
which are data analysis and data output/maintenance. The fourth activity consists of the sub-
activity of data preservation. Thus, from the previous diagrams, the separated four core
activities and the cycle of the data management are being integrated into each appropriate
core activities. For the data archive, the policy/procedures are being eliminated from the
requirements as the policy and procedures are already highlighted during the early stages in
the record keeping management which in the nine requirements of data creation. Thus, data
archives only need three elements for proper management which are the people, process as
well as technology. Finally, the data stored and kept will be used by the end-users or
researchers and will re-use by the researchers as long as the data in the data archive remain
accessible and retrievable.

Ultimately, the models are being designed according the UKDA as well as the CoP
requirements that are globally accepted in the world of records management. The lifecycle of
records and the continuum of records are also highlighted along the model from the creation
until the final disposition takes place. In digital records management, the continuum of
records is essential as the processes of the records are continuous from the keepers of the
records until the phases of the records kept.

4. Conclusion

The continuum concept of recordkeeping with specific functional requirements
identified through an analysis of best practice pragmatic examples provides the core elements
of the management of born digital records. This is deemed necessary to capture the primary
data and records for research in their entirety by using an ERM system with recordkeeping
functional requirements in the creating agencies. The UKDA concepts on the other hand
provides a continuum model of core functional elements of pragmatic examples which enable
the preservation of these records so that they can be openly accessed for reuse by the public
at large. The electronic recordkeeping functional requirements and the UKDA concepts
underpinned the construction of the generic preservation framework for the preservation of
primary data and records for research in social science.lt is clear indeed that in order to
preserve primary data and records for research there are a number of generic requirements
or functions that can be grouped into a set of component elements and their supporting
elements. Figure 4.10 on page 143illustrates those generic required elements that together
form a coherent whole of the preservation of primary data and records for research in social
science. This generic preservation framework will be used to measure the existing practices
of the management and preservation of primary research data and records in social science
in the surveyed Malaysian research institutions and related organizations. The next Chapter
presents the analysis of quantitative data gathered in the first part of Phase 2 of the study
aiming at identifying the existing practices of the management and preservation of the
primary data and records in social science research of the Malaysian case.
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