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Abstract

Information security becomes an object in IS/IT risk management. Organizations' technology
and information systems have been embedded into business processes and become
competitive advantage strategies. However, many threats and cybercrime are behind the
benefits of IS/IT adoption. This study examines trends and research opportunities related to
IS/IT risk management from a bibliography perspective. The research stages consist of four
stages: identification, screening, eligibility, and sorting. The 289 papers were obtained from
2020 to 2025 and processed using the VosViewer application to map the bibliography
network. The results are 145 terms, and 7 clusters have occurrence values and links to
relevance. The Top 3 Terms with the highest occurrence level are terms "project,"
"assessment," and "threat." IS/IT risk management in enterprises will have different results
depending on the conditions of each case. Further research can examine the trends, network
of terms, recommendation paper, and gaps presented in this paper.
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Introduction

Information is an essential asset that needs to be protected because the value of information
depends on the type and scale of the business and its role in delivering services (Muhammad
et al., 2025). Information security becomes an object in IS/IT risk management in maintaining
confidentiality, integrity, and availability of crucial organizational data (Alotaibi et al., 2023).
Current technological developments mean that data centers have even become big data,
which has become an asset for organizations to continue to survive and grow.

Organizations' technology and information systems have been embedded into business
processes and become competitive advantage strategies. However, behind the benefits of
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IS/IT adoption, many threats have impact levels ranging from small, medium, to severe.
Organizational business risks are currently faced with cyber risks, loss or leakage of company
data, loss exposure, and other risks arising from vulnerabilities and incorrect IS/IT risk
management (Arista & Ngafidin, 2022). Organizations need to carry out IS/IT risk
management on an ongoing basis. The risk management process helps identify risks and their
factors to minimize risks (Taherdoost, 2021). Risk management has become one of the
success factors for organizational growth. At the same time is a challenge for organizations so
that risk mitigation is carried out at the right risk value (Berrada et al., 2021).

This research will discuss from a bibliographic perspective to answer two research questions:
(1) What are the variables or domains related to IT/IS Risk Management research? (2) What
is the IT/IS Risk Management research gap? The research stages consist of four stages:
identification, screening, eligibility, and sorting. The usefulness of this research is to get an
overview of research trends in the IS/IT Risk Management field as well as further research
opportunities.

Research Methodology

This study examines trends and research opportunities related to IS/IT risk management. A
systematic stage was conducted to obtain research papers based on the scope of the study
to answer the research question (RQ) (Magabaleh et al., 2024). Two RQs were formulated for
this review: (1) What are the variables or domains related to IT/IS Risk Management research?
(2) What is the IT/IS Risk Management research gap? The research stages consist of four
stages: identification, screening, eligibility, and sorting. In this identification stage, the
keywords used are related to the scope of the study of information systems and technology
and risk management. The query formulation is (“information system” OR "information
technology" OR "Information security") AND ("Risk Management" OR "Risk Framework" OR
"Risk Methodology" OR "Risk Method"). Furthermore, the query is used in the Scopus and
Web of Science databases on April 23, 2025. There are the following search criteria: (1) range
publication from 2020 to 2025, (2) English paper, (3) journal and article type papers, and (4)
Subject area selection. The second stage is screening the paper to detect whether there is
duplication or incomplete data by using the Mendeley reference manager application. The
third stage is to assess the eligibility of the paper to be reviewed. After that, all selected
papers are imported into the Vosviewer application. The fourth stage is to analyze the
bibliography results and answer the research questions.

Results and Discussions

Findings and Analysis

The topic area of IS/IT risk management research from 2020 to 2024 is increasingly trending
and still a hot topic (Figure 1). In 2025, because the search was carried out until April, the
graph is still decreasing because it has not been a full year of calculation. From the initial
search and filter results, the results of the papers found were 615 paper. Furthermore,
incomplete and data duplication were detected in as many as 130 papers. After the selection
process, 289 papers were obtained, then process with VosViewer applications. The final terms
amounted to 145. Terms are divided into 7 clusters marked with different colors for each
cluster (Figure 3).
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Figure 3. Network Map of Terms

Based on the results, the average number of citations of research papers each year has
decreased significantly (Figure 2). With the rising number of studies, there will be competition
in the number of citations, especially in new studies that need several years to get this
research citation. This study provides seven recommendations for papers with the most
citations on the research topic of IS/IT Risk Management (Table 1).
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Table 1

Publication and Citation of Top Seven Authors
Authors Year Cited by
(Gu et al., 2021) 2021 387
(Sobb et al., 2020). 2020 222
(Rodriguez-Espindola et al., 2022) 2022 217
(Kulathunga et al., 2020) 2020 211
(Kamiya et al., 2021) 2021 184
(Culot et al., 2021) 2021 141
(Gordon et al., 2020) 2020 131

Analysis of the Most Relevant and Important Keywords in Each Cluster

The Top 5 Terms with the highest occurrence level are Terms project (119), assessment (109),
threat (91), enterprise (82), performance (76) (Figure 4). However, these clusters are also
grouped based on their links and relevance levels so that cluster 1 is more relevant and
followed by the next cluster in sequence. Cluster are formed automatically using the
VosViewer clustering algorithm based on co-occurrence relationship between keywords.

Top 5 terms by each cluster by occurrence
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Cluster 1: Threat, Cyber Security

In cluster 1, 33 items of terms were obtained that were interrelated. The most frequently
appearing term was a threat. Threats can be defined as phenomena that harm protected
assets or objects (Kopencova et al., 2021). Information security in organizations faces various
threats from internal and external organizations. Threats from internal organizations are
challenging to manage because irresponsible people can easily access information (Sektas-
Bilusich et al., 2020). As security threats increase, so does the vulnerability of businesses and
organizations to attack by cybercriminals (Abdymanapov et al., 2021). Cybersecurity threats
such as malware, phishing, and others are increasingly occurring (Althobaiti, 2021). Based on
the results of the study (Chundu et al.,, 2025) that the main pillars of cyber security are
confidentiality, integrity, availability, authentication, authorization, and non-repudiation.
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Cluster 2: Risk Assessment, Standard

In cluster 2, The total terms in cluster 2 are 25 terms. The most frequently appearing is
assessment terms. Many types of standards related to risk management are generally
associated with information security, but few are related to IT Risk management (Berrada et
al., 2021). The growth of cybercrime with various incidents shows that traditional approaches
to information security are no longer relevant (Abdymanapov et al., 2021). Risk assessment
helps organizations to identify weaknesses and threats and recommend appropriate
mitigation solutions for those risks (Shakibazad & Rashidi, 2020). There needs to be a
calculation mechanism that helps make decisions objectively (Kozlov & Noga, 2021). IT risk
management standards or frameworks do not include mechanisms to measure the maturity
level (Fauzi & Lubis, 2021).

Cluster 3: Enterprise and Big Data

The total terms in cluster 3 are 24 terms. Big data technology supports more modern, easier,
and more efficient IT governance than traditional governance (Yang, 2022). Big data analysis
systems can monitor and identify risks in real-time using network analysis algorithms and
machine learning (Li & Zhang, 2025). Big data helps provide data that supports decisions in
depth, easy to handle financial problems, and can carry out an early warning system (Ren,
2022). The role of IS/IT risk management in an organization is not only the task of the IT
department but is the role and responsibility of all organizational stakeholders (Alshahrani et
al., 2022). It is necessary to adjust standards and frameworks according to the organization
needs, such as combining more dynamic, responsive, and holistic methods for IT risk
management (AL-Dosari & Fetais, 2023). Implementing cyber insurance policies in SMEs can
be applied to manage security risks arising from the rapid digitalization process. With this
policy, SMEs will feel safer investing their money using information systems and technology
more widely. This policy can provide a reference for an effective and efficient mitigation
process (Taskin et al., 2025).

Cluster 4: Successful Project

The total terms in cluster 4 are 20 terms. There is a relationship between project success and
the accuracy of the risk identification, analysis, and measurement process (Selvakumar et al.,
2024). Project managers are found to have difficulty managing risks because they are
individually responsible for identifying, analyzing, and monitoring risks (Soares et al., 2020).
Project managers can use the analytic hierarchy hybrid process (AHP) and artificial neural
networks (ANN) to predict the biggest risk factors and strategic decision making in the risk
management process (Lin et al., 2022) or with a fuzzy approach (Androshchuk et al., 2020).
Based on research (Flyvbjerg et al., 2022) that the risk in terms of cost is higher in IT projects
compared to decision makers in organizations and academics.

Cluster 5: Knowledge

In the IS/IT risk management concept, this knowledge is needed to analyze risks, especially in
risk assessment and prioritization. Cluster 5 has 17 interrelated terms. This knowledge term
can also be associated with research (Hammami et al., 2022). The study conducted knowledge
management in health organizations that implement IT. The results of this study indicate that
individual knowledge significantly affects IT risk management in the IT governance dimension.
The organization needs to understand the importance of knowledge related to cyber risk,
security policies, and mitigation (Adriko & Nurse, 2024). The organization also needs to

1688



INTERNATIONAL JOURNAL OF ACADEMIC RESEARCH IN BUSINESS AND SOCIAL SCIENCES

Vol. 15, No. 12, 2025, E-ISSN: 2222-6990 © 2025

calculate the optimal IT investment value and, at the same time, consider IT security insurance
(Biswas et al., 2024).

Cluster 6: Network, Information Security

In cluster 6, there are 12 interrelated terms. Developing networks in IS/IT elements has
provided much space for system users to express their opinions and access information easily
(Liu & Wu, 2023). Both physical and social networks must be included in the IS/IT risk
management scope (Richter & Ammenwerth, 2023). In cybersecurity, focusing on network
monitoring is vital in protecting system security from various incidents. So, there are cyber
security standards such as the International Society of Automation/International
Electrotechnical Commission (ISA/IEC) 62443 (Pochmara & Swietlicka, 2024).

Cluster 7: Risk Management Performance

In cluster 7, 12 terms were obtained. Based on the researched by (Moreira et al., 2021), which
evaluates the performance of the National Institute of Standards and Technology (NIST)
framework for IS/IT risk management. Research related to measuring the performance of risk
management frameworks in information security is still very challenging because many
frameworks have not been tested in many organizations (Prislan et al., 2020). Many other
studies have implemented this IS/IT risk management because it improves the organization's
performance (Kulathunga et al., 2020).

Research Gap based on Network Map

The recommendations for case studies that can be implemented widely in IS/IT risk
management, namely hospitals, banks, and universities (Figure 5). On average, studies related
to hospital risks are related to disease risks, medical device risks, etc. The research created by
(Wang et al., 2024) shows hospital-based fall inpatient risk management information systems
for incident prevention and improving medical team performance. The use of IS/IT in the
financial sector is increasingly widespread. The research (Arim & Wamema, 2022) created an
improvement framework for e-risk management in Ugandan banks. Investigating information
security risk management is also a challenge for banks (Al-Khulaidi et al., 2024). Information
security in the education sector is also interesting to discuss further. The research by (Sikorska
et al., 2020) created a risk measurement tool for collaboration between industry and
universities. Information security at universities is closely related to student profile data,
which is the target of the breach (Arista & Ngafidin, 2022).
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Figure 5. Case Study Opportunities Gap Research (a) hospital, (b) bank, (c) university
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Figure 6. Risk management Framework Connection with Other Terms

Organizations can implementing various methodologies and standards, for example the
international organization for standardization (1SO) 27001 (Kitsios et al., 2023), evaluating the
Information Security Index (KAMI) (Savitri & Hasibuan, 2024), ISO 31000 (Berrada et al., 2021;
Pertiwi & Kusumah, 2023; Sahibu et al., 2024; Sanjaya et al., 2020). Organizations must be
able to understand and define the main problems that must be monitored related to
cybersecurity culture, planning cyber threat-based risk management, flexibility, and updates
in implementing various types of risk management framework that are suitable for
application to the organization (Melaku, 2023) (Figure 6).

Conclusions

This research is a literature review that looks at the perspective of a bibliography. Risk
management is a framework that can generally be used in various scientific fields to measure
multiple types of risks. Therefore, a systematic stage is carried out in finding papers genuinely
relevant to IS/IT risk management. 145 terms and 7 clusters have occurrence values and
relevance links. The suggestion for previous research is to conduct a trial of the IS/IT risk
management framework with a broader scope of case studies and to deepen the existing
research. Furthermore, it is necessary to examine further the combination of IS/IT risk
management tools with standards, methods, or other tools to improve the quality of the
results and performance of the framework.
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