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Abstract 
This systematic research investigates gamification in cybersecurity education, focusing on its 
effectiveness, implementation, and adoption. The study consolidates existing literature and 
concludes that the majority of cybersecurity gamification research emphasizes formal 
education, particularly at the university level, whereas business training and cybersecurity 
awareness remain inadequately addressed. In the study, gamification systems are 
categorized as web-based, application-based, or tabletop, each offering distinct advantages 
in accessibility and user engagement. Gamification has shown potential in enhancing 
cybersecurity awareness and training. 
Keywords: Cybersecurity Education, Gamification, Systematic Review 
 
Introduction 
Cybersecurity knowledge is a vital component in developing a robust defensive plan against 
the rise of cyber-attacks(Erendor & Yildirim, 2022). As technology becomes more embedded 
in everyday life, people and businesses face an expanding range of threats(Shah et al., 2023). 
Awareness programs aim to educate users on identifying possible dangers, understanding 
security practices, and implementing proactive actions to safeguard sensitive 
information(Alyami et al., 2024). Such applications provide users with the information and 
skills necessary to serve as the first line of defense, therefore diminishing the probability of 
successful assaults that exploit human weaknesses, including social engineering 
approaches(Mendoza et al., 2023). However, the execution of effective cybersecurity 
awareness programs has significant hurdles(Alsobeh et al., 2023). A primary challenge is the 
material's intricacy, which may overwhelm listeners without technical understanding (Hulaj 
& Dreshaj, 2023). Traditional training methods sometimes fail to engage participants, leading 
to inadequate knowledge retention and restricted application of learned abilities (Ahmed et 
al., 2023). Moreover, developing systems that cater to the distinct requirements of various 
enterprises and their differing degrees of technical proficiency requires considerable 
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resource allocation and extensive customisation (Andreasson et al., 2024). Another problem 
is to address complacency or reluctance to change, since some personnel may see 
cybersecurity training as superfluous or monotonous(Alshammari & Eyadat, n.d.). To 
overcome these obstacles, organizations must invest in interactive, accessible, and engaging 
training methods that replicate real-world scenarios, thereby cultivating a culture of 
continuous learning and awareness of cyber threats(Ruoslahti et al., 2021). 
 
Gamification represents an innovative strategy that integrates game-design elements into 
non-gaming contexts(Laine & Lindberg, 2020), such as education(Chen et al., 2023), with the 
objective of enhancing motivation(Shortt et al., 2023) and engagement(Kalogiannakis et al., 
2021). By capitalizing on the psychological processes that contribute to the enjoyment of 
games, gamification strives to develop effective and engaging learning experiences(Sailer & 
Sailer, 2021). Notable characteristics include the provision of rewards, such as points, badges, 
leaderboards, and virtual goods(Rosmansyah et al., 2020), which offer immediate feedback 
and a sense of accomplishment(Suh et al., 2018). Thereby, appealing to both intrinsic and 
extrinsic motivations(Cheng et al., 2019). This approach encourages learners to remain 
engaged over time, motivating them to attain milestones and sustain their interest in the 
educational process(Behl et al., 2022; Hassan et al., 2021). Furthermore, gamification 
encourages collaboration and teamwork(Khaldi et al., 2023), which are essential skills in both 
educational and professional settings. The incorporation of multiplayer or team-based 
gamified activities has the potential to foster stronger interpersonal connections(Subhash & 
Cudney, 2018), enhance problem-solving abilities(Aparicio et al., 2019), and raise collective 
awareness(Garcia-Iruela & Hijon-Neira, 2020), which can be particularly advantageous in 
addressing social engineering challenges. Another noteworthy advantage of gamification is 
its capacity to facilitate personalized learning(Mazlan et al., 2023a). Adaptive game 
mechanics are designed to adjust the level of difficulty based on an individual's performance, 
ensuring that tasks remain appropriately challenging while providing feedback and progress 
tracking. However, despite these advantages, gamification also presents certain 
challenges(Morillas Barrio et al., 2016). An overemphasis on external rewards may potentially 
undermine intrinsic motivation, while poorly designed gamified elements may risk causing 
frustration and disengagement(Khodabandelou et al., 2023). For gamification to succeed, it 
requires a thoughtful design and execution that balances rewards, ensures fairness, and 
maintains focus on the educational value of the content(Torresan & Hinterhuber, 2023; 
Wanick & Bui, 2019). Gamification provides the benefit of presenting complex materials in an 
engaging manner(Kusuma et al., 2018). This study seeks to examine previous research on the 
use of gamification to enhance cybersecurity and to collect insights pertinent to future 
investigations. 
 
Motivation 
The growing importance of cybersecurity knowledge, as technology becomes increasingly 
integrated into everyday life, has led to a demand for effective awareness programs to 
educate users on threat identification and security practices. However, traditional training 
methods often fail to engage participants, resulting in inadequate knowledge retention. 
Gamification presents an innovative strategy to enhance motivation and engagement in 
cybersecurity education by incorporating game elements. Despite its potential benefits, 
gamification also presents challenges, such as the risk of undermining intrinsic motivation if 
poorly designed. This study aims to examine previous research on the use of gamification to 
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enhance cybersecurity education and gather insights relevant to future investigations. There 
is a need to systematically review the existing literature to understand the current state of 
gamification in cybersecurity education. 
 
Contribution 
The study conducts a comprehensive systematic review of 20 relevant papers on 
cybersecurity education through gamification, analyzing aspects such as objectives, 
methodologies, contexts, platforms, game elements employed, and the cybersecurity topics 
addressed. It elucidates the current focus areas, preferred platforms, and common 
gamification elements utilized in this domain. The review identifies key trends and gaps in 
the existing research, indicating that gamification in cybersecurity education predominantly 
targets formal higher education settings, with limited emphasis on employee training. The 
study also assesses the suitability of various gamification platforms (web-based, app-based, 
tabletop) for different implementation contexts. Furthermore, it categorizes cybersecurity 
topics into five principal groups to facilitate a systematic examination of this expansive field. 
The paper concludes by proposing research questions to guide future investigations in this 
area. 
 
Metodhology 
A comprehensive search was conducted using the Publish or Perish software program, which 
retrieves and analyzes academic citations. The program utilizes a variety of data sources to 
obtain the raw citations. The Scopus, Semantic Scholar, and Crossref databases were queried 
for the period between 2014 and 2024 to create a systematic review. To identify and gather 
raw material, the following keywords were searched: "Gamification", "Cybersecurity", 
"Education" and PRISMA protocol proposed by (Herman et al., 2024) was utilized to find 
relevant papers. 
 

 
Fig. 1. PRISMA Flow Diagram 
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The performed search retrieved 1045 papers. During screening stage, the titles and abstracts 
were examined to eliminate irrelevant, duplicate, not journal article, not English, review 
paper, and empirical study. After screening, authors retreives 20 papers eligible.  
 
Result 
A comprehensive search was conducted using the Publish or Perish platform with Scopus, 
Semantic Scholar and Crossref Database, utilising established keywords. This yielded a total 
of 1045 publications. From the initial list, 918 items were removed due to various reasons, 
including duplication, non-compliance with the journal article format, and non-English 
language. A total of 127 articles underwent title and abstract assessment, with 107 exclusions 
due to their empirical or review-oriented nature. The final selection comprised 20 articles 
deemed suitable for the current objective. For table and indicator, Author use (Mazlan et al., 
2023b) summary table, and adding one indicator from (Quayyum et al., 2021) for 
cybersecurity education topics. 
 
Tabel 1 
Summary Of Cybersecurity Education Using Gamification 

Source Objective Methodology Context 
Platfor
m 

Game 
Element 

Cybersecuri
ty 
Education 
Topics 

Conclusion 

(Tobarra et 
al., 2021) 
 

To develop a 
cloud-based 
game 
educational 
platform 
(CyberScratch) 
with a modular, 
flexible 
architecture 
that integrates 
gamification 
into the 
instructional 
process, while 
ensuring robust 
data privacy 
management 
compliant with 
GDPR, ISO/IEC 
standards, and 
Learning 
Analytics (LA) 
recommendati
ons 

Experimental 
(Development 
and 
Implementati
on) 

Higher 
Educati
on 

Web-
based 
 

Points and 
Reward, 
Badges and 
Achievemen
ts, Narrative 
and 
Storytelling, 
Social 
Interaction 
   

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, 
Privacy 
Awareness 

CyberScratc
h 
successfully 
develops a 
modular, 
cloud-based 
gaming 
platform for 
cybersecurit
y teaching 
using 
gamification 
and 
lightweight 
container 
architecture. 

(Haziq et 
al., 2021) 

To introduce 
secondary 
school students 
to various 
cybersecurity 
topics and to 
inculcate their 
interest in 
cybersecurity 

Multi Method 
(Experimental
, Quantitative 
And 
Qualitative) 

School Virtual 
Lab 
 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 

Safety 
Protocols, 
Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

The 
scenario-
based 
Capture the 
Flag (CTF) 
tournament 
engaged 
secondary 
school 
students in 
cybersecurit
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Source Objective Methodology Context 
Platfor
m 

Game 
Element 

Cybersecuri
ty 
Education 
Topics 

Conclusion 

and Progress 
Tracking, 
Narrative 
and 
Storytelling, 
Social 
Interaction 

y in a 
competitive 
setting, 
sparking 
their 
enthusiasm. 

(Jing et al., 
2024) 

To design and 
develop a 
cybersecurity 
skill training 
framework for 
teaching and 
learning (T&L) 
cybersecurity 
through a 
Capture the 
Flag (CTF) game 
 

Experimental 
(Development 
and 
Implementati
on) 

Higher 
Educati
on 

Apps-
based 
 

Points and 
Reward, 
Levels and 
Progression, 
Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Narrative 
and 
Storytelling, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, 
Privacy 
Awareness,  

The 
projected 
result is 
creating a 
revolutionar
y CTF-based 
cybersecurit
y teaching 
framework 
to greatly 
improve 
undergradua
te 
cybersecurit
y knowledge 
and abilities 
 

(Muhly et 
al., 2022) 

Focus on 
observing and 
evaluating 
various aspects 
of participant 
engagement 
and the serious 
game (SG) 
approach in a 
business 
environment 

Experimental 
(Development 
and 
Implementati
on) 

Training 
 

Tableto
p 

Levels and 
Progression, 
Challenges 
and Quests, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

The research 
found that 
the SG 
technique 
may help 
create Social 
Engineering 
awareness 
and that 
iterative 
modification
s based on 
participant 
input 
improve 
educational 
results. 

(Karagianni
s & 
Magkos, 
2020) 

To develop and 
maintain live 
exercises using 
Capture the 
Flag (CTF) 
challenges in a 
classroom 
setting for 
educational 
purposes 
 

Multi Method 
(Experimental
, Quantitative 
And 
Qualitative) 

Higher 
Educati
on 

Virtual 
Lab 
 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Narrative 
and 
Storytelling, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

The research 
found that 
CTF 
challenges 
boost 
student 
learning, 
engagement
, and 
abilities, 
making 
them a 
viable 
cybersecurit
y 
instructional 
tool. 
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Source Objective Methodology Context 
Platfor
m 

Game 
Element 

Cybersecuri
ty 
Education 
Topics 

Conclusion 

(Ros et al., 
2020) 

To analyze 
students' self-
perception of 
success and the 
effectiveness of 
learning in a 
gamified 
educational 
setting, 
particularly in 
the context of 
cybersecurity 
courses 

Multi Method 
(Experimental
, and 
Quantitative) 

Higher 
Educati
on 

Web-
based 

Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Narrative 
and 
Storytelling 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

Gamification 
in education 
improves 
student 
engagement
, learning, 
and 
achievement
, according 
to the 
research. 
 

(Abu-
Amara et 
al., 2021) 

To enhance 
employee 
awareness 
regarding 
cybersecurity 
threats through 
the 
development of 
an interactive 
video game 
 

Multi Method 
(Experimental
, and 
Quantitative) 

Training Web-
based 

Levels and 
Progression, 
Feedback 
and Progress 
Tracking, 
Narrative 
and 
Storytelling, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Technical 
Risks, Non-
technical 
Risks 

Interactive 
and 
engaging 
training 
approaches 
promote 
cybersecurit
y awareness 
in 
enterprises. 
 

(Paculanan 
et al., 2024) 

To create 
awareness of 
the necessity of 
the importance 
and function of 
cyber security 
such as 
password 
security, 
phishing 
awareness, 
identity theft, 
encryption, and 
network 
security among 
others, to 
distinguish 
between 

Multi Method 
(Experimental
, and 
Quantitative) 

School Apps-
bassed 
 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

Cyberverse 
can educate 
cybersecurit
y basics and 
improve 
cognitive 
abilities via 
games. 
 

(Srivatanak
ul, 2024) 

To see how well 
escape room 
activities help 
students 
understand 
cybersecurity 
concepts, 
especially in 
web and 
software 
security and 
encourage 
teamwork and 
collaboration 
among 
students 
 

Multi Method 
(Experimental
, Quantitative 
And 
Qualitative) 

Higher 
Educati
on 

Web-
based 

Levels and 
Progression, 
Challenges 
and Quests, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

Cybersecurit
y is taught 
well via 
educational 
escape 
rooms. They 
simplify hard 
topics and 
interest 
students. 
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Source Objective Methodology Context 
Platfor
m 

Game 
Element 

Cybersecuri
ty 
Education 
Topics 

Conclusion 

(Abdul 
Razack & 
Mat Saad, 
2024) 

To enhance 
cybersecurity 
awareness 
among  
Multimedia 
University 
students 
through the 
design and 
implementatio
n of an 
interactive, 
gamified 
learning 
platform 

Experimental 
(Development 
and 
Implementati
on) 

Higher 
Educati
on 

Web-
based 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

Multimedia 
University's 
gamified 
cybersecurit
y platform 
improves 
cybersecurit
y 
instruction. 
Interactive 
learning 
engages 
students and 
is 
economical. 
 

(Jin et al., 
2018) 

To help high 
school students 
learn about 
cybersecurity, 
understand 
safe online 
behavior, and 
grow their 
interest in the 
field 
 

Multi Method 
(Experimental
, and 
Quantitative) 

School Apps-
based 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, Non-
technical 
Risks 

Students 
learned 
social 
engineering, 
internet 
safety, and 
cybersecurit
y from the 
games. This 
method 
encourages 
more 
students to 
consider 
cybersecurit
y education 
while 
choosing a 
major. 
 

(Tran et al., 
2023) 

To design a 
cybersecurity 
awareness 
course that 
uses 
gamification to 
help students 
recognize 
cybersecurity 
threats and 
motivate them 
to learn more 
about 
information 
security on 
their own 

Experimental 
(Development 
and 
Implementati
on) 

Higher 
Educati
on 

LMS Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Technical 
Risks, Non-
technical 
Risks 

The 
approach 
might make 
cybersecurit
y teaching 
more 
engaging 
and 
successful, 
according to 
study. 
 
 
 
 

(L. Williams 
et al., 2024) 

To enhance 
students's 
understanding 
and mastery of 
crucial 
cybersecurity 
skills while also 

Multi Method 
(Experimental
, and 
Quantitative) 

Higher 
Educati
on 

Web-
based 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, Non-

When 
designed 
and 
developed 
according to 
pedagogical 
theories, CTF 
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Source Objective Methodology Context 
Platfor
m 

Game 
Element 

Cybersecuri
ty 
Education 
Topics 

Conclusion 

igniting interest 
in cybersecurity 
among non-
cybersecurity 
students 

Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Narrative 
and 
Storytelling, 
Social 
Interaction 

technical 
Risks, 
Privacy 
Awareness 

events may 
improve 
student 
engagement
, critical 
thinking, 
teamwork, 
problem-
solving, and 
cybersecurit
y awareness. 

(Moon et 
al., 2020) 

A Game to train 
users in 
recognizing and 
preventing 
malware 
threats 
 
 

Experimental 
(Development 
and 
Implementati
on) 

School App-
based 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks 

Emphasizes 
the 
importance 
of using 
educational 
games as 
effective 
tools for 
enhancing 
users's 
awareness 
and 
understandi
ng of 
malware 

(T. Williams 
et al., 2023) 

To create a 
guided learning 
experience for 
students to 
interact with 
Cyber-Physical 
Systems (CPS), 
Industrial 
Control 
Systems (ICS), 
and IoT devices 
in practice 
environments 

Experimental 
(Development 
and 
Implementati
on) 

Higher 
Educati
on 

Web-
based 

Challenges 
and Quests, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

Promotes 
adversarial 
thinking 
skills for 
critical 
infrastructur
e to prepare 
the next 
generation 
of 
cybersecurit
y experts. 
 

(Abu-
Amara et 
al., 2024) 

To propose a 
low-cost 
cybersecurity 
awareness 
program aimed 
at training 
employees to 
follow their 
company’s 
policies and 
procedures, 
improve their 
response to 
cyberattacks, 
and enhance 
their overall 
information 
security 
awareness level 
 

Multi Method 
(Experimental
, and 
Qualitative) 

Training Web-
based 

Points and 
Reward, 
Levels and 
Progression, 
Challenges 
and Quests, 
Feedback 
and Progress 
Tracking 

Cybersecuri
ty 
Technology
, Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

Gamification 
boosts staff 
cybersecurit
y awareness. 
The program 
was more 
fun than 
standard 
training for 
employees. 
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Source Objective Methodology Context 
Platfor
m 

Game 
Element 

Cybersecuri
ty 
Education 
Topics 

Conclusion 

(Van Steen 
& 
Deeleman, 
2021) 

To investigate 
the 
effectiveness of 
an online 
serious game in 
enhancing 
participants' 
attitudes. 
 

Multi Method 
(Experimental
, and 
Quantitative) 

Higher 
Educati
on 

App-
based 

Points and 
Reward, 
Levels and 
Progression, 
Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Narrative 
and 
Storytelling 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, Non-
technical 
Risks, 
Privacy 
Awareness 

Serious 
games may 
improve 
cybersecurit
y-related 
TPB 
variables. 
 

(Kim et al., 
2023) 

To explore the 
process and 
impact of 
gamification on 
cybersecurity 
hands-on lab 
exercises. 
 

Multi Method 
(Experimental
, and 
Quantitative) 

Higher 
Educati
on 

Virtual 
Lab 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Narrative 
and 
Storytelling 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks 

Gamified 
cybersecurit
y lab 
activities 
boosted 
student 
engagement
, learning, 
and results. 

(Alothman 
et al., 2023) 

To enhance 
cybersecurity 
awareness 
through a 
gamification 
escape room 
methodology 
that educates 
users on both 
the basics and 
complexities of 
cybersecurity 
via interactive 
gameplay 

Experimental 
(Development 
and 
Implementati
on) 

Higher 
Educati
on 

Virtual 
Lab 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Social 
Interaction 

Cybersecuri
ty 
Technology
, Safety 
Protocols, 
Technical 
Risks, 
Privacy 
Awareness 

Promotes 
cybersecurit
y awareness 
via 
gamification 
escape 
rooms. 

(Weanquoi 
et al., 2018) 

To educate 
students about 
phishing 
attacks in a fun 
and engaging 
environment 
 

Multi Method 
(Experimental
, and 
Quantitative) 

Higher 
Educati
on 

App-
based 

Points and 
Reward, 
Levels and 
Progression, 
Badges and 
Achievemen
ts, 
Leaderboard
s, Challenges 
and Quests, 
Feedback 
and Progress 
Tracking, 
Narrative 
and 
Storytelling 

Safety 
Protocols, 
Technical 
Risks, 
Privacy 
Awareness 

Playing the 
game helped 
most 
students 
comprehend 
phishing. 
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The existing research on the topic indicates that several insights may be derived from the 
aforementioned experiments. The use of gamification in cyber security education mostly 
emphasizes formal education, particularly at the tertiary level, with over fifty percent of the 
research conducted in higher education environments. The use of gamification in employee 
training remains somewhat restricted, prompting inquiries on the demography for whom the 
gamification of cybersecurity is most suitable. The current research asserts that kids are 
mostly influenced by Generation Z and Generation Alpha at this level. These kids engage with 
and assimilate the internet and its culture from a young age. It is anticipated that Generation 
Z and Generation Alpha possess a greater comprehension of the internet than of real-life 
scenarios, including cybersecurity. The workforce comprises people from several 
generations, with older generations being more acquainted with the digital lifestyle and its 
related concerns, including cyberattacks. In contrast, gamification is intended for those who 
get pleasure from a fun method of engaging with educational content. In this setting, younger 
generations are anticipated to exhibit greater ability. Consequently, owing to the extensive 
popularity of video games and the industry's development, early adopters of video games 
have attained a prominent place in the workforce. This acquaintance with gamification may 
promote its use in cybersecurity awareness training for workers. The scarcity of research 
about the use of gamification in cybersecurity awareness training is an interesting avenue for 
further investigation. 
 
Further insight acquired from this study is the platform used for gamification. Prior research 
has classified platforms as either application-based or web-based, both with distinct 
advantages and disadvantages. App-based systems may operate without disruption from 
network connectivity problems; but, their performance is heavily reliant on the capabilities 
of the client's device. In contrast, web-based solutions provide universal accessibility and 
adaptability regarding device types. Nonetheless, their need on an operational server and 
network connection presents a considerable risk, since any interruption or failure may result 
in the total inaccessibility of the program. Previous research has shown a preference for 
online platforms because of their intrinsic durability and omnipresence. A notable 
characteristic is the tabletop platform, where the gamification process transpires without a 
computer, using cards and dice instead. This underscores the substantial influence of the 
platform on the implementation of gamification. In situations when consumers primarily 
possess a mobile or unstable connection, application-based solutions are more 
advantageous. Conversely, in instances when users are mostly sedentary, other platforms 
may be more suitable. In these instances, web-based systems are often the favored choice. 
Nonetheless, if users own devices capable of executing the gamification and maintain 
dependable connection, application-based systems with client-server data synchronization 
represent the superior option. The choice of a platform ultimately depends on the 
implementation circumstances. In educational institutions, such as schools or universities 
without immediate access to computers, web-based platforms are often the preferred 
choice. The ideal platform selection depends on the particular implementation 
circumstances. In situations when educational institutions offer computer laboratories and 
students may use internet-enabled devices, the optimal platform is the app-based choice. In 
business environments, the choice of a platform should be guided by considerations such as 
employee mobility, the functionality of office-provided devices, and the dependability of 
network connections. 
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Gamification may manifest in several ways, with points and rewards systems being one of the 
most direct and effective implementations. These systems often give prizes to users  
following the completion of certain activities, so enhancing user engagement and fostering a 
feeling of achievement. (Weanquoi et al., 2018) demonstrated the use of video games for 
teaching persons in recognizing phishing attempts, with job completion leading to point 
accumulation. (Haziq et al., 2021) similarly discovered that integrating prizes into 
cybersecurity education significantly enhanced user engagement. Besides points and 
incentives, gamification includes other crucial components that improve user experiences. 
The notions of levels and development, as shown by studies like (Van Steen & Deeleman, 
2021), foster a feeling of achievement as users progress. Such accomplishments are often 
validated via the use of badges or other kinds of acknowledgment, as shown by the research 
done by (Al-Karaki et al., 2023) and (Paculanan et al., 2024). Additional gamification features 
augment user engagement by including competition, cooperation, and immersive 
experiences. Leaderboards serve as an efficient mechanism for incentivizing participants to 
surpass their competitors, especially within the framework of extended programs. The 
integration of social interaction, whether via competitive or cooperative play, sustains user 
interest by adding a dynamic, relational aspect to gamified activities. Moreover, challenges 
and quests provide structure and direction, therefore guaranteeing that users stay motivated 
to attain certain goals. Moreover, the delivery of feedback and progress monitoring is crucial, 
as it provides participants with direction and guidance as they engage with the program. 
Narrative and storytelling have become new techniques for greater immersion, allowing 
consumers to form an emotional connection with the information. The research by (Kim et 
al., 2023) and (L. Williams et al., 2024) demonstrates the effectiveness of narrative in 
enhancing engagement and memory retention in cybersecurity education settings. The 
appropriateness of gamification features depends on the goals of the gamification system. In 
the realm of awareness enhancement, time-constrained problem-solving activities, such as 
daily challenges and quests, are a favored gamification strategy. Incorporating gamification 
within an educational context, especially for assessments, may improve the learning 
experience via the use of badges, awards, and leaderboards. In a professional environment, 
due to the differing availability of workers, the incorporation of progress monitoring inside 
the gamification system is crucial.  
 
The field of cybersecurity comprises a wide range of interrelated subjects, each with its own 
specialized emphasis and intrinsic difficulties. To enable a systematic examination of this vast 
domain, we have condensed the previously described aspects into five principal groups. The 
primary area is Cybersecurity Technology, which focuses on the latest advancements in 
hardware, software, and systems aimed at improving digital security. The second category 
pertains to Safety Protocol, which includes the established methods and rules necessary for 
addressing cyberattacks or managing security issues. These procedures include optimal 
practices for incident response, such as isolating compromised systems and preserving 
evidence, along with preventive strategies like routine system audits and penetration testing. 
The third category, Technical Risks, addresses the vulnerabilities and threats that capitalize 
on intrinsic deficiencies inside digital infrastructures. This includes the spread of harmful 
software, such as viruses, ransomware, and spyware, which may jeopardize systems and lead 
to substantial data breaches. To effectively mitigate these risks, it is essential to adopt a 
multifaceted strategy that encompasses the implementation of strong encryption, the 
introduction of efficient patch management protocols, and the establishment of a system for 
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ongoing network activity monitoring. The fourth category, Non-Technical Risks, pertains to 
the human dimensions of cybersecurity concerns. Social engineering attacks,  such as 
phishing, pretexting, and fraudulent profiling, use psychological manipulation to  mislead 
people into revealing sensitive information or providing unauthorized access. The need for a 
culture of alertness, bolstered by extensive training programs aimed at improving awareness 
and critical thinking among staff and users, is essential in addressing these risks. The fourth 
category, Privacy Awareness, is a crucial element of several cybersecurity instructional 
programs. In digital economies that depend on the monetization of personal data, it is 
essential to understand both the value and susceptibility of this information. Promoting 
privacy awareness fosters the use of security practices, such as using strong passwords, 
activating two-factor authentication, and meticulously reviewing permissions provided to 
programs. 
 
Discussions 
Gamification has been shown to offer a transformative approach to learning that significantly 
enhances both engagement and the retention of information. In contrast to more traditional 
learning methods, which often rely on passive absorption of material, gamification introduces 
interactive elements such as points, rewards and progress tracking, transforming learning 
into an active and enjoyable experience. The incorporation of game-based strategies within 
educational frameworks provides immediate feedback and recognition for achievements, 
thereby fostering a sense of confidence and reinforcing learning objectives. Furthermore, 
gamification aligns seamlessly with the learning styles of contemporary digital natives, who 
are well-accustomed to interactive technology and instantaneous gratification. The inherent 
competitive and collaborative features of many gamified platforms, such as leaderboards and 
group challenges, tap into innate human instincts, propelling learners to challenge their 
boundaries while fostering a sense of community and teamwork. This dynamic environment 
not only renders the educational process more engaging but also facilitates the retention of 
complex concepts, as learners are more likely to remember content that is associated with a 
positive and stimulating experience. Sceptics may argue that gamification might oversimplify 
educational content or distract from core learning objectives. This dynamic environment not 
only renders the educational process more engaging but also facilitates the retention of 
complex concepts, as learners are more likely to remember content that is associated with a 
positive and stimulating experience. Critics may argue that gamification might oversimplify 
educational content or distract from core learning objectives. However, when designed 
thoughtfully, gamified learning platforms can be structured to balance educational rigor with 
interactive play, ensuring that the fun elements serve as conduits to deeper understanding 
rather than mere entertainment. In light of the present age, which is characterised by the 
need for adaptability and innovation, gamification emerges as a potent instrument capable 
of redefining the learning experience. This redefinition renders the learning experience more 
responsive to the requirements of contemporary learners, thereby ensuring their effective 
preparation for a digitally driven future. Albeit major breakthroughs in adopting gamification 
as learning platform already achieved by previous studies, further application in certain 
learning demographics or specific implementation in industries should be pursued to gather 
a more holistic and comprehensive understanding while testing the limit of gamification 
utilization for the advancement of humanity and learning experience. 
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In the modern day, cybersecurity knowledge has transitioned from a discretionary luxury to 
a crucial and indispensable foundation, protecting people' personal digital identities and 
financial resources. A thorough comprehension and awareness of cybersecurity in society is 
essential for maintaining digital economic stability and prosperity.As technology grows more 
ubiquitous, the interchange and storage of extensive sensitive and personal data online has 
significantly heightened the potential danger of cyberattacks. Consequently, corporations 
and countries are dedicating resources to the development of sophisticated cybersecurity 
protocols and the recruitment of adept specialists to ensure data protection. The 
advancement of cybersecurity knowledge has become an essential element of any thorough 
cyber protection plan, acting as the foremost line of defense against cyber assaults. By 
educating users about potential threats like phishing scams and social engineering attacks, 
which remain common entry points for cybercriminals, organizations can enable their 
workforce to serve as an additional layer of defense, augmenting technological safeguards. 
Although the cost burden of deploying complete cybersecurity systems and training programs 
may be significant, especially for small organizations, it must be considered against the 
potentially catastrophic damages resulting from a single breach. In this context, such 
investments are not just reasonable but also essential. The rapid advancement of cyber 
dangers requires continuous education and adaptation; in the absence of cybersecurity 
knowledge, even the most advanced technology safeguards may be compromised by human 
mistake. The objective of gamification in cybersecurity is to make the learning process 
exceptionally entertaining, especially for certain groups. It has the capacity to enhance 
information acquisition for people with poor IT literacy, allowing them to converge with 
technologically skilled individuals. The efficacy, acceptability, and, most importantly, the 
sustainability of these systems need thorough investigation to determine their impact and 
ideal implementation. 
 
Based on this Systematic Literature Review, the author identifies research questions for 
future investigation. 

1. What is the long-term impact of gamification on cybersecurity behavior and knowledge 
retention in a corporate environment compared to traditional training methods? 

2. How can adaptive gamification platforms be designed to personalize cybersecurity training 
for diverse generational and technical skill levels within a workforce? 

3. Which specific combinations of gamification elements are most effective for teaching 
complex, non-technical cybersecurity risks like social engineering versus technical risks like 
malware identification? 
 
Conclusion 
Gamification is a new approach to cybersecurity education that effectively bridges the divide 
between traditional teaching techniques and the evolving digital landscape. While existing 
academic material mostly focuses on its use in formal educational environments, the 
potential for its use in business training and general cybersecurity awareness has yet to be 
thoroughly investigated. Selecting an optimal gamification platform is crucial, since web-
based, application-based, and tabletop options each provide unique benefits regarding 
accessibility and particular user requirements. Moreover, essential gamification elements like 
as incentives, competitive leaderboards, narrative development, and motivating challenges 
augment engagement, foster motivation, and reinforce retention, thereby making 
cybersecurity training more effective. As cyber risks continue to evolve, gamification can 
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effectively educate people of all ages with the necessary skills to manage and mitigate online 
vulnerabilities. To establish gamification as a sustainable and widely used instrument in 
cybersecurity education, more study must examine its long-term efficacy, flexibility, and 
scalability across various learning and professional environments. By enhancing and 
expanding applications, gamification may serve as a powerful catalyst for cybersecurity 
awareness, promoting a more secure and digitally literate society. 
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