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Abstract

Today's technology and communications (ICT) facility has seen the creation of various social
media platforms, chat application and even online entertainment platforms. So, more and
more generations are accessing these platforms in search of entertainment, information and
even communicating with others. This situation actually opens the door to cyber risk when it
is not used wisely and responsibly. As a result, in recent times, various incidents have been
reported in adolescents that involve cyber risk, affecting psychological, mental and physical
health. These include cyberbullying, digital games and social media addiction, pornography,
grooming, cybersex and the misuse of personal information. The purpose of this research is
to investigate the online activities among school students and to examine their online risks
experienced by Malaysian secondary school students. A total of 1376 form four students (16
years old) were involved in this research. The research data was collected using a set of
guestionnaire. Descriptive data analysis was performed using SPSS version 20 software. The
findings show a high trend of online student activities for communicating, socializing,
watching videos and finding information. Although students' experiences of cyber risk are
low, steps to control the situation need to be taken in order to prevent the any risks when
they are online. Therefore, this research paper also discusses the role of all parties in ensuring
that the cyber world is used wisely and responsibly.

Keywords: Cyber Risk, Online Activity, Secondary School, Cyberbullying, Cybersex,
Pornography, Grooming, Addiction.

Introduction

Along with the change of time, now the use of Information Technology and Communication
(ICT) has undergone changes in the Industrial Revolution 4.0 (IR4.0) where ICT is widely used
in various fields (Osatuyi, 2013). The use of ICT has helped its users to communicate, obtain
information, perform daily tasks, perform transactions and much more just at their fingertips
(Balraj et al., 2013). Therefore, to further boost the use of ICT in IR4.0, the Malaysian
government has drafted a Comprehensive Roadmap for the Industrial Revolution 4.0 (IR 4.0)
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and National Digital to ensure that the implementation of digital infrastructure in Malaysia
runs in line with current needs. It also aims to enable Malaysians to use broadband services
to improve their quality of life which includes social and economic networks. Not only that,
the authorities, state governments, communications companies and related agencies are also
mobilized to achieve the Malaysian government's aspiration to make communication services
a basic need in driving the country towards a digital economy.

The need for the use of ICT is seen to be a major need since the outbreak of covid-19
in Malaysia since 2020 until now. Based on the statistical report on the use of ICT in 2020 by
the Malaysian Communications and Multimedia Commission (MCMC) found that the use of
ICT among Malaysians showed a significant increase compared to the year before the
outbreak of Covid -19. This is due to the implementation of the Movement Control Order
(MCO) by the Malaysian government to control the spread of Covid-19 where Malaysians
have used various applications available online to implement their purposes and needs. In
fact, the demand for broadband services has also increased dramatically due to the need to
conduct learning activities, business, conferences, and meetings conducted from home only.
This has shown that with the use of ICT, many work and services can be done quickly and
easily by various sections of society.

While ICT aids the community in carrying out its activities, digital citizens should be
aware that they may be vulnerable to cyber hazards, which can result in property loss and
psychological issues. This is due to the fact that a small number of digital citizens abuse the
services supplied, causing harm to others and themselves (Pitchan & Omar, 2019). Digital
citizens should use ICT in a responsible and ethical manner, which includes nine important
elements: digital access, digital business, digital communication, digital literacy, digital law,
digital assets, digital rights and duties, digital health, and digital security (Malaysian Digital
Association, 2016). However, every year the mass media often reports an increase in cases
related to terrorism, racist abuse, cyber fraud, gambling addiction, pornography, cyber
bullying, and hacking of systems and impersonation around the world including Malaysia
(Muniandy & Muniandy, 2012). The increase in cases is seen to have an impact on the level
of cyber security not only to digital citizens but also to the country.

The increase in cybercrime cases in Malaysia is seen to be more significant in 2020
following the implementation of the MCO. Based on the statistical report released by the
Malaysian Communications and Multimedia Commission (MCMC) in 2020 found that a total
of 20 805 complaints were received compared to 10 426 complaints received in 2019
(MyCERT, 2021). This shows an increase in cybercrime cases of 99.5% in 2020. Among the
complaints received by SKMM are related to cyber bullying, fraud, information theft, system
hacking, and pornography. Therefore, to prevent these cybercrime activities, appropriate
action has been taken by the authorities, PDRM, MCMC, and Cybersecurity Malaysia in order
to protect digital citizens from becoming victims of cybercrime. In fact, the Malaysian
government remains committed to building a peaceful, reliable and resilient cyberspace by
creating an action plan under the Malaysian Cyber Security Strategy 2020-2024 (MCSS 2020-
2024) which will be coordinated with the MyDigital initiative.
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Cyber Risk

There are various risks in the cyber world that have been identified to have threatened the
well -being of universal humanity. Among them are cyber bullying which includes threats,
insults, swearing or swearing, incitement, dissemination of false information and fights
(Dilmac, 2017; Bada & Sasse, 2014; Donegan, 2012; Erdur-Baker & Tanrikulu, 2010). Even the
messages, videos and pictures sent by the perpetrators of cyber bullying are also intended to
hurt or hurt the victim, insult, as well as degrade the victim of cyber bullying (Ali et al., 2018;
Brady, 2010) directly or indirectly (Kowalski et al., 2012). Apart from that, the perpetrators of
cyber bullying also incite others by creating provocations, spreading false information about
the victim with the aim of triggering fights as well as discomfort of the victim on social
networks or in cyberspace (Vlachos et al., 2011).

Meanwhile, information theft is among the cyber risks that often occur to users of
online platforms, especially users of social media and chat applications. This information theft
can occur when users are not careful in displaying personal information or sharing their
personal information (Ratten, 2015; Tamrin et al., 2015). Information and data shared on
social media or chat applications in an uncontrolled manner may be used by third parties for
certain purposes (CyberSecurity Malaysia, 2015) so as to result in loss (Andrews, 2011). The
next cyber risk is grooming in which a criminal will approach the victim and gain the victim's
trust until the victim is made a sex slave or other criminal activity (Tamrin et al., 2015; Krotidou
et al., 2012). This grooming activity is very popular nowadays because in this way, criminals
are able to manipulate victims for their sexual activities as well as their crimes (Krotidou et
al., 2012). In fact there are a handful of teenagers today who fall victim to grooming as a result
of their social activities on social media. The risk for a cyber citizen to become a victim of
social media addiction is also high where they spend a lot of time browsing social media
without doing other activities (Annasingh & Veli, 2016). Individuals who experience this social
media addiction are individuals who use social media indefinitely over a period of time to seek
information, relax, and be friends on social media thus affecting themselves and the
organization (Hawi & Samaha, 2016; Erickson, 2011).

Furthermore, the risk for a person to be exposed to pornographic materials consisting
of pictures, videos and animations is also high if online access is not restricted (Griffiths &
Kuss, 2015; Krotidou et al., 2012). These pornographic materials can lead to cyber sexual
activity if a person is unable to control themselves as a result of watching and reading
pornographic materials (Tiara & Rulita, 2013). This occurs due to the emergence of sexual
feelings in the self that affect a person's sexual behavior (Tiara & Rulita, 2013). Cybersex is a
virtual sex activity that includes voice, video and text conversations mixed with sex which is
one of the cyber risks that may occur to a person when having a close relationship with
someone in the virtual world (Krotidou et al., 2012). This cyber sexual activity if not controlled
can cause harm to the perpetrator and may lead to more serious social symptoms (Ningsih,
2016).

Given the cyber risks found in the cyber security environment it is not surprising that
today’s digital citizens may be victims of such cyber risks. This is evidenced by the increase in
cybercrime cases reported to the Malaysian Communications and Multimedia Commission
(MCMC) every year. The problem in this issue is, this cybercrime case does not only focus on
adults but it also involves adolescents in Malaysia where every year various reports are
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received related to the involvement of adolescents with cyber risk leading to cybercrime
among adolescents (Alaui, 2018). In 2018, a total of 395 complaints were received by the
Malaysian Communications and Multimedia Content Forum (CMCF) from users related to
pornographic content and cyberbullying involving adolescents (Alaui, 2018). Not only that,
the Malaysian Mental Health Association (MMHA) also reports receiving 500 calls per month
related to complaints and interventions related to cyber bullying among adolescents (Harian,
2022). This figure is likely to continue to rise if it is not taken seriously by all parties.

This situation occurs because, adolescents are a group that is easily influenced by a
certain culture and environment (Shanti & Kia, 2013). Negative displays can cause their
behavior to worsen and lead to negative effects because they easily emulate something
through sight, hearing and speech without a parent or guardian (Balraj et al., 2013). For
example, the Malaysian Child Welfare Council (MKMM) has reported suicides and cases of
personal injury among adolescents due to cyber bullying and addiction to cyber games. A
survey study conducted by the Malaysian Communications and Multimedia Commission
(MCMC) in 2020 also found that internet use by children and adolescents aged five to 17 in
Malaysia increased by 155% in 2020 compared to 2016. So it is not surprising if adolescents
in Malaysia are vulnerable to cyber risks leading to cybercrime or other crimes.

Therefore, the aims of this study are to investigate the online activities among school
students and to examine their online risks experiences. This study is necessary to learn about
the activities that students engage in while online so that stakeholders could implement
suitable cyber risk prevention measures for adolescents and parents in particular to be aware
of and pay attention to their children's online activities.

Research Methodology

This study uses a survey research design to collect data from the population to understand an
identified situation (Noraini, 2016). Therefore, the random sampling method is easy to use to
obtain the sample of this study which consists of form four students of national secondary
schools in Malaysia. Research participants were 1376 from four students from seven states
i.e., Sarawak, Kedah, Selangor, Kuala Lumpur, Putrajaya, Malacca and Terengganu (See Table
1). The selection of the participants who are 17 years old was done based on the
characteristics proposed by Jose (2010); Tiara et al (2013) who asserted that those who age
between 15 to 17 years are in a phase of self-identity building that involves the development
of their identity via social relationships with other online or face to face.
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Table 1
Distribution of respondents by state and Gender
Variable Number Of Respondents (n) Percentage(%)
State
Kedah 236 17.2
Selangor 202 14.7
Kuala Lumpur 243 17.7
Putrajaya 126 9.2
Melaka 177 12.9
Sarawak 216 15.7
Terengganu 175 12.7
Total 1376 100.0
Gender
Male 593 43.1
Female 783 56.9
Total 1376 100.0

To obtain data from the sample, a set of questionnaire forms were used. This
guestionnaire form has been adapted and modified from previous studies (Balraj et al., 2013;
UNICEF Malaysia, 2014). There are 19 items in this questionnaire of which 13 items are related
to online activities performed by students while 6 items are related to students' experience
of cyber risk. For 13 items related to online activities, the items were measured using nominal
data that students were asked to choose either 'Yes' or 'No'. While for 6 items related to
students 'experience of cyber risk, the items were measured using ordinal data on a 7 -point
Likert scale, namely' Never ',' 1 time ',' 2 times ', 3 times ',' 4 times ',' 5 times' and 'Many
times' to indicate the frequency of risks that students have encountered while online.

The questionnaire was first tested by 93 students from states who were not involved
in the actual research. The reliability of items using Cronbach’s coefficient alpha for the pilot
test ranged from 0.79 to 0.91. Values have exceeded minimum consistent guidelines for
acceptable instrumentation (Cohen, 1988). Statistical Software Package for the Social Science
(SPSS) version 20 was used to analyze the data obtained. Descriptive analysis with frequency
and percentage interpretation was conducted to report the findings of this study.

Findings and Discussion

A brief profile of the respondents related to the technological devices owned by the students,
where to access the internet and the period of use were displayed as in Table 2. Findings were
reported using frequency and percentage interpretation. (See Table 2).
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Table 2
Demography of Respondents
Frequency Percentage

Type (n) (%)
Owned Technology Devices
Smart phone 1294 94.0
Laptop 614 44.6
Tablet/ipad 257 18.7
Internet Access Point
Own house 1272 92.4
Friend's house 288 20.9
School 221 16.1
Cyber Cafe 259 18.8
others 411 29.9
Internet Surfing Period
0to 4 hours 398 28.9
5 to 8 hours 532 39.7
9to 12 hours 296 21.5
13 to 16 hours 56 4.2
17 to 20 hours 22 1.5
21 to 24 hours 72 5.2

Based on the frequency for each technology device owned by the respondents, it was
found that 1294 respondents (94%) had a smartphone, 614 respondents (44.6%) had a laptop,
and 257 respondents (18.7) had a tablet or Ipad. The findings show that the majority of
respondents use smartphones to surf the internet followed by the use of laptops and tablets
or Ipads. Meanwhile, for the place where the respondents accessed the internet, it was found
that a total of 1272 respondents (92.4%) accessed the internet at home, 288 respondents
(20.9%) accessed the internet at a friend's house, 221 respondents (16.1%) accessed the
internet at school, 259 respondents (18.8%) access the internet in cyber cafes and 411
respondents (29.9%) access the internet elsewhere. This indicates that the majority of
respondents access the internet in their own homes. This is because home may be a more
comfortable place for them to access the internet than accessing the internet elsewhere. In
addition, the duration of internet usage per day by respondents is also seen to be more than
5 hours per day where the number of respondents who use the internet more than 5 hours
per day is higher than the number of respondents who use the internet in the estimated
around 0 to 4 hours per day.

Online Activities For High School Students

Among the aims of this study is to investigate the activities respondents often engage in
online. Table 3 shows a summary of the number of students and the percentages for each
activity that the student frequently engaged in.
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Table 3
Online Activities For High School Students
. Frequency Percentage
Bil Item (n) (%)
1. Chatting with friends in the chat app (Whatsapp,
Wechat, FB Messenger) 1240 90.1
2. Watching Videos on Youtube 1140 82.8
3. Searching Specific Information on Google 1128 82.0
4. Using Social Network (Facebook, Twitter, 1087 29.0
Instagram, Wechat, Tumbilr)
5. Getting the Latest News (Related to Artist, Country, 797 579

Current Issue)
6. Playing Online Games 785 57.0
7.  Finding New Friends on Social Networks (Facebook,

Instagram, Tumblr, Wechat) 624 4>.3
8.  Shopping Online 620 45.1
9. Uploading / Downloading Video on Youtube 393 28.6
10. Other Activities 233 16.9
11. Using Frog VLE 212 154
12. Sending email 186 13.5
13. Writing a Blog 38 2.8

The analysis showed that the highest number of students and the percentage was for
“Chat with Friends in The Chat Application” activity (n= 1240, percentage= 90.1%), followed
by the second highest activity was “Watch Videos on Youtube” (n = 1140 , percentage=
82.8%), “Search Specific Information on Google” (n= 1128, percentage= 82.0%) and finally
“Using Social Network” activity (n= 1087, percentage=79.0%). Further, the analysis also found
that there were four activities at the moderate level where only half of the respondents did.
These include “Get the Latest News” (n= 797, percentage= 57.9%), “Play Online Game” (n=
785, percentage= 57%), “Finding New Friends on Social Networks” (n= 624, percentage=
45.3%) and “Online Shopping” activity (n= 620, percentage= 45.1%). In addition, the lowest
online activity was “Upload / Download Video on Youtube” (n= 393, percentage= 28.6%),
“Another Thing” (n= 233, percentage=16.9%), “ Uses Frog VLE ”"(n= 212, percentage= 15.4%),"
Sending Email ”(n= 186, percentage= 13.5%) and “ Writing a Blog” (n= 38, percentage = 2.8%).
Based on the findings, it can be concluded that the main activity performed among the
respondents is to chat with friends, watch videos and search for information on Google.

Student Experience in Cyber Risks

Next, this research is also to investigate respondents experiences in cyber risks that include
cyberbullying, pornography, cybersex, information theft, social media addiction and
grooming activities. The analysis is based on the percentage of cyber risk experience faced by
respondents each time they are online according to a frequency scale that has been set from
"Never" to "Many Times". While the analysis data is displayed in percentage. (See Table 4)



INTERNATIONAL JOURNAL OF ACADEMIC RESEARCH IN BUSINESS AND SOCIAL SCIENCES

Vol. 12, No. 6, 2022, E-ISSN: 2222-6990 © 2022

Table 4
Respondents experiences in cyber risks
[7,] [7,]
v E & g
Gategory ey - = E F
Cyber Risk 5 : o g — = >
s £ 3 £ 8 2 &
2 o (= - [ i P
cvberbull | was bullied by my 745 138 55 3.2 08 0.2 2.0
y y friends on social media. % % % % % % %
Information '\/I'Ztl:rr‘zrlr:g;'tz: 3222 ss 752 129 60 18 12 05 2.3
Theft P Yoo % % % % % %

others.

I'm automatically shown
Pornography immoral things while

using the internet.

| do immoral activities
Cybersex with my online contacts.

(Eg: conversation porn)
Social Media | get really bored when!| 10.0 11.7 105 115 4.7 3.1 485
Addiction can't use social media. % % % % % % %
| was instructed to
engage in  immoral 90.0 6.3 1.4 0.9 06 03 0.5
activity by my contacts % % % % % % %
online.

589 103 84 5.6 24 19 12.4
% % % % % % %

817 7.1 4.2 2.0 11 09 30
% % % % % % %

Groomimg

The results show that the percentage of respondents who have never been involved with the
risk of cyber bullying for the item "I was bullied by my friends on social media" is 74.5%.
However, the percentage of respondents who have experience of cyberbullying from the
frequency of "1 time" to "Many Times" is as much as 25.5%. Furthermore, the results also
found that the percentage of respondents who have never been involved with the risk of
information theft for the item "My information such as pictures is often used by others" is
also 75.2%. While the percentage of respondents who have experience in the risk of
information being stolen from the frequency of "1 time" to "Many Times" is 24.5%. The
findings also found that the percentage of respondents who have never been involved with
the risk of cybersex and grooming also respectively for the item "I do immoral activities with
my online contacts" is 81.7% and the item "l was instructed to engage in immoral activity by
my online contacts" is 90%. For the percentage of respondents who have experience with the
risk of cybersex and grooming from the frequency of "1 time" to "Many times" is 18.3%
respectively for cybersex and 10% for grooming.

Apart from that, the results also show that the percentage of respondents who have
never been involved with the risk of pornography and also social media addiction are
respectively with the item "I'm automatically shown immoral things while using the internet"
is 58.9% and the item "l get really bored when | can't use social media " is 10%. However, the
percentage of respondents who have experience in the risk of pornographic material from
the frequency of "1 time" to "Many times" is 41.1%. While the percentage of respondents
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who have experienced social media addiction from the frequency of "1 time" to "Many times"
is the highest at 90%.

Discussion

After looking at the results of this study, the percentage of respondents who are not involved
in cyber bullying, information theft, cybersex, and grooming is low, however, the percentage
of respondents who have experienced the risk is more than 10% of the total respondents of
this research which is 1376. While the percentage of respondents involved with the risk of
pornography and social media addiction is seen as high. This shows that, various parties need
to be concerned about cyber risks. This is because, based on the average duration of internet
use by respondents is more than 5 hours a day, and activities that respondents often do while
online that is chatting with friends, watching videos and searching for information on Google,
it is not impossible for respondents to engage with any cyber risks in the future. This is also
stated by Khalid et al (2018), for which there is still a lack of appropriate knowledge on aspects
of self-protection against cyber risks involving children and adolescents. Even the awareness
of parents as well as the role of parents on cyber security is also seen as low (Ahmad et al,
2019). This indirectly affects children and adolescents in relation to cybersecurity as the family
institution plays a key role in shaping a society that is efficient using technology in line with
human values (Haslina et al., 2021).

Thus, various initiatives have been implemented in spreading awareness related to
cyber risks which the Malaysian Communications and Multimedia Commission (MCMC) has
introduced the "Klik Bijak" program to cultivate positive internet use among the community
since 2014. In addition, CyberSecurity Malaysia in collaboration with Syarikat Telekomunikasi
DIGI has also implemented the CyberSAFE program with the aim of raising awareness on the
risks of internet use for school children with the involvement of parents to create a safe
environment for children. Both of these programs are implemented using websites as a
platform to disseminate information related to cyber risks. However, the implementation of
this program is still insufficient to spread awareness related to cyber risks that all parties need
to be involved in educating children and adolescents in this regard (Khalid et al., 2018; Nazilah,
2018). Even the effectiveness of the programs implemented by MCMC and CyberSecurity is
still in question (Nazilah, 2018). While Rahman et al (2020) stated that it is very important to
protect children and adolescents through cyber security education so that they can know the
risks they will face when using communication technology.

Therefore, in order to redouble efforts in spreading cyber risk awareness, the third
party, namely schools, teachers and parents need to have the initiative to provide cyber risk
awareness to students by increasing the number of modules related to cyber risk (Rahman et
al., 2020; Rafik & Fariza, 2020 ). In addition, for future studies it is proposed to conduct case
study research by deepening the cases of adolescents who have been victims of cyber risk to
understand in more depth related to the effects they face in terms of moral, behavioral, and
psychological after becoming a victim to cyber risk.

Conclusion

In conclusion it can be seen that, although the results of this research found that the
percentage of respondents exposed to the risk of cyber bullying, information theft, cybersex
and grooming is at a low level but so when looking at the trend of online activities often done
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by respondents, the possibility to respondents are at high cyber risk. This is because, when
respondents prefer to communicate or socialize on social media and also chat applications
over a long period of time, it is likely for respondents to be exposed to cyber risks for which
they may not be aware that they may be victims of such cyber threats.

Even activities like watching videos on youtube can also expose respondents to the
threat of pornographic materials unintentionally or intentionally by respondents. This can
certainly result in an increase in social symptoms among adolescents if this is not controlled
or curbed. Therefore, in order to curb the involvement of students in cyber risks, all parties
need to redouble their efforts by providing various initiatives which start from students,
parents, teachers, schools and authorities in spreading awareness related to cyber risks to
children and adolescence. This is so that, we can create a digital society that is prudent,
responsible and respectful of each other and ultimately create a safe cyber environment.
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