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Abstract

This study delves into the nuanced interplay of direct and indirect relationships between
depression, anxiety, emotional exhaustion, and susceptibility, with low internal control acting
as a mediator in the context of online scams among the working adult population. Centralizing
on the Conservation of Resources (COR) theory, data collection involved the administration
of a meticulous survey questionnaire, yielding a robust dataset of 306 clean responses.
Employing the sophisticated analytical capabilities of SmartPLS 4, the findings illuminate low
internal control as a pivotal determinant, wielding the most substantial influence on intention
while concurrently showcasing the lowest performance score. The implications of these
findings are extensive, suggesting targeted interventions to alleviate depression, anxiety, and
emotional exhaustion as impactful strategies for fortifying internal control. This, in turn, holds
the promise of reducing susceptibility to online scams within the demographic of working
adults. Emphasizing practical relevance, the study underscores the significance of workplace
initiatives promoting mental health, while advocating for future research endeavors to
explore the multifaceted impact of emerging technologies and organizational culture on the
dynamic landscape of cybersecurity. Adopting a holistic approach, the study's insights offer
actionable recommendations for individuals and organizations alike, fostering the
development of comprehensive strategies to elevate cybersecurity resilience within the
contemporary digital workplace.
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Introduction

Online scam susceptibility among the public is a growing concern in the global context due to
the increasing reliance on the internet for various activities. The ease of access to personal
information and the anonymity provided by online platforms make individuals vulnerable to
scams (Ebner et al., 2023). Factors such as lack of awareness, trust in online platforms, and
the sophistication of scam tactics contribute to the susceptibility of the public (Sur et al.,
2021). Moreover, the global nature of the internet allows scammers to target individuals from
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different countries, making it challenging for authorities to track and prosecute them Sarno
& Black, 2023). Efforts to educate the public about online scams, enhance cybersecurity
measures, and promote digital literacy are crucial in reducing susceptibility (Guerra & Taylor,
2021). Collaboration between governments, tech companies, and law enforcement agencies
is essential to combat online scams effectively and protect individuals from financial and
emotional harm (Nolte et al., 2021). In Malaysia, online scam susceptibility among the public
is a significant issue influenced by various factors. Research by Nolte et al (2021) highlights
the roles of age, individual difference measures, and scam-related perceptions in
susceptibility to scams, particularly during the COVID-19 pandemic. Older individuals may be
more susceptible due to less familiarity with online platforms and potentially lower digital
literacy. Individual differences such as cognitive abilities and risk perceptions can also impact
susceptibility (Alhaddad et al., 2023). Moreover, the uncertainty and fear surrounding the
pandemic may make individuals more vulnerable to COVID-19-related scams (Wilson et al.,
2023). Enhancing awareness through targeted educational campaigns, promoting digital
literacy among all age groups, and fostering a culture of scepticism towards online offers can
help mitigate online scam susceptibility in Malaysia (Yong et al., 2023). Collaboration between
government agencies, consumer protection organizations, and cybersecurity experts is
essential in combating online scams effectively (Singh et al., 2021). The susceptibility of online
scams in Malaysia poses a significant threat to individuals, businesses, and the overall
economy (Alhaddad et al., 2023). Despite the increasing awareness of cybercrimes, the
prevalence of online scams continues to rise, leading to financial losses, identity theft, and
psychological distress among victims (lee et al., 2022). The unique socio-economic landscape
of Malaysia, characterized by rapid digitalization and diverse online platforms, creates a
fertile ground for scammers to exploit unsuspecting individuals (Ting et al., 2024). The study
on the susceptibility of online scams in Malaysia is crucial for policymakers, the public, and
commercial banks. Policymakers can use the findings to develop effective cybersecurity
policies and regulations to combat online scams and enhance consumer protection. For the
public, the study raises awareness about online scam risks and provides insights into
protecting against fraudulent activities. By understanding the vulnerabilities that make
individuals susceptible, the public can adopt safer online behaviors. Commercial banks can
benefit by improving fraud detection systems, implementing stronger authentication
measures, and providing cybersecurity education to customers. This study offers valuable
information to help banks strengthen their cybersecurity defences and safeguard customers'
financial assets from online scams. This study aims to assess the direct and indirect
relationship between depression, anxiety, and emotional exhaustion with online scam
susceptibility with internal control as a mediator.

Literature Review

Underpinning Theory

The Conservation of Resources (COR) theory Hobfoll (1989) provides a valuable framework
for understanding the direct and indirect relationships between depression, anxiety,
emotional exhaustion, online scam susceptibility, and internal control. According to COR
theory, individuals strive to acquire, retain, and protect valuable resources to cope with
stressors and maintain well-being. In the context of mental health factors like depression,
anxiety, and emotional exhaustion, these states can be seen as depleting internal resources,
leaving individuals more vulnerable to external threats such as online scams. Depression,
anxiety, and emotional exhaustion can lead to resource depletion, impairing cognitive
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functioning and decision-making abilities, thereby increasing susceptibility to online scams.
Internal control, as a psychological resource, plays a crucial mediating role by enhancing
individuals' resilience, cognitive processing, and risk assessment abilities. Strong internal
control can help individuals cope with the negative impact of mental health challenges and
mitigate their susceptibility to online scams. By applying COR theory to this study, researchers
can examine how the preservation or depletion of internal resources influences the
relationships between mental health factors and online scam susceptibility. Understanding
these dynamics can provide insights into the mechanisms underlying vulnerability to online
scams and the protective role of internal control in mitigating this susceptibility.

Relationship between Depression, Low Internal control, and Susceptibility

Research has shown a compelling relationship between depression and susceptibility to
online scams, with internal control playing a crucial mediating role. Individuals experiencing
depression may exhibit cognitive impairments, emotional distress, and impaired decision-
making abilities, making them more vulnerable to online scams (Wen et al., 2022). Depression
can lead to decreased vigilance, increased impulsivity, and reduced ability to critically
evaluate online information critically, thereby increasing the likelihood of falling victim to
fraudulent schemes. Internal control, on the other hand, refers to an individual's perception
of their ability to exert control over their environment and outcomes (Ulo, 2022). Strong
internal control can act as a protective factor against online scam susceptibility by enhancing
cognitive processing, decision-making skills, and risk assessment abilities. Individuals with
higher levels of internal control may exhibit greater resilience against the psychological and
cognitive vulnerabilities associated with depression, thereby reducing their susceptibility to
online scams (Nugroho & Diyanty, 2022). Understanding the mediating role of internal control
in the relationship between depression and online scam susceptibility is essential for
developing targeted interventions and support mechanisms to protect vulnerable individuals
(McDowell, 2023). By strengthening internal control mechanisms through cognitive-
behavioral interventions, emotional support, and empowerment strategies, it may be
possible to mitigate the impact of depression on susceptibility to online scams and enhance
overall resilience in the digital realm (Wilson et al., 2023). Thus, the following hypotheses
were proposed for this study:

H1: There is a relationship between depression and low internal control on the online
scam susceptibility.

H2: There is a relationship between depression and online scam susceptibility.

H3: There is a mediating effect of low internal control on the relationship between
depression and online scam susceptibility.

Relationship between Anxiety, Low Internal control, and Susceptibility

There is a significant relationship between anxiety and susceptibility to online scams, with
internal control playing a crucial mediating role. Individuals experiencing anxiety may exhibit
heightened stress levels, fear, and uncertainty, leading to impaired decision-making and
increased susceptibility to online scams (Boyle, 2022). Anxiety can impair cognitive
functioning, reduce risk assessment abilities, and increase impulsivity, making individuals
more vulnerable to fraudulent schemes in the digital environment. Internal control, which
refers to an individual's belief in their ability to control their environment and outcomes, can
act as a protective factor against online scam susceptibility (Hall et al., 2023). Strong internal
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control can enhance decision-making skills, cognitive processing, and risk assessment
abilities, thereby reducing the impact of anxiety on susceptibility to online scams (DeLiema et
al., 2022). Individuals with high internal control may exhibit greater resilience against the
psychological and cognitive vulnerabilities associated with anxiety, making them less likely to
fall victim to online scams (Ayaburi & Andoh-Baidoo, 2023) . Understanding the mediating
role of internal control in the relationship between anxiety and online scam susceptibility is
essential for developing effective interventions and support mechanisms to protect
individuals (Cavaliere et al., 2021). By strengthening internal control mechanisms through
empowerment strategies, cognitive-behavioral techniques, and stress management
interventions, it may be possible to reduce susceptibility to online scams among individuals
experiencing anxiety and promote greater resilience in the digital landscape (Palnieri et al.,
2021). Therefore, the following hypotheses were proposed for this study:

H4: There is a relationship between anxiety and low internal control on the online
scam susceptibility.

H5: There is a relationship between anxiety and online scam susceptibility.

H6: There is a mediating effect of low internal control on the relationship between
anxiety and online scam susceptibility.

Relationship between Emotional Exhaustion, Low Internal control, and Susceptibility
Emotional exhaustion has been linked to increased susceptibility to online scams, with
internal control playing a vital mediating role in this relationship (Lazarus et al., 2023).
Emotional exhaustion, often associated with chronic stress and burnout, can lead to cognitive
impairments, reduced decision-making abilities, and emotional vulnerability, making
individuals more prone to falling victim to online scams (Leonardo et al., 2021). The depletion
of emotional resources and feelings of overwhelm can hinder individuals' ability to critically
evaluate online information, increasing their susceptibility to fraudulent schemes (Tang et al.,
2021). Internal control, which reflects an individual's belief in their ability to influence
outcomes and exert control over their environment, can serve as a protective mechanism
against online scam susceptibility (Burns et al., 2023). Strong internal control can enhance
cognitive functioning, decision-making skills, and risk assessment abilities, mitigating the
impact of emotional exhaustion on susceptibility to online scams (Mann et al., 2023).
Individuals with high levels of internal control may exhibit greater resilience against the
cognitive and emotional vulnerabilities associated with emotional exhaustion, reducing their
likelihood of being deceived by online scams (Fainstad et al., 2022). Understanding the
mediating role of internal control in the relationship between emotional exhaustion and
online scam susceptibility is crucial for implementing targeted interventions and support
strategies (Reeves et al., 2021). By strengthening internal control mechanisms through
empowerment techniques, stress management strategies, and cognitive-behavioral
interventions, it may be possible to reduce susceptibility to online scams among individuals
experiencing emotional exhaustion and promote greater resilience in the digital realm
(Thomas et al., 2021). Hence, the following hypotheses were proposed for this study:

H7: There is a relationship between emotional exhaustion and low internal control on
the online scam susceptibility.

H8: There is a relationship between emotional exhaustion and online scam
susceptibility.
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H9: There is a relationship between low internal control and online scam
susceptibility.
H10: There is a mediating effect of low internal control on the relationship between
emotional exhaustion and online scam susceptibility.
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Figure 1: Research Framework
Note: DEP=Depression ANX=Anxiety EEX=Emotional Exhaustion LIC=Low Internal Control
SUSC=Susceptibility

Methodology

In this research, the primary focus is on comprehensively understanding the psychological
well-being of working adults aged 18 and above. Employing a causal-effect relationship study
design, the unit of analysis is delimited to individual working adults, acknowledging their
unique experiences and challenges in the professional realm. To delve into the intricate facets
of their psychological states, a survey questionnaire serves as the primary instrument. This
guestionnaire is meticulously constructed Smith & Ascough (2016), incorporating
measurement items for depression (4 items), trust (4 items), anxiety (5 items), emotional
exhaustion (4 items), low internal control (5 items), and susceptibility (4 items). The research
exclusively relies on primary data, gathered through a non-probability purposive sampling
technique to ensure a diverse representation of the target population. A total of 415 survey
guestionnaires were distributed, yielding a response rate of 77.3%, with 321 returned and
306 datasets deemed clean for analysis. The chosen analytical approach for this study involves
Structural Equation Modeling (SEM), and Smartpls4 software is employed as the analysis tool,
recognized for its proficiency in handling complex SEM models (Ringle et al., 2022). This
methodological framework aims to uncover the nuanced relationships between psychosocial
factors and the overall well-being of working adults, contributing valuable insights to the
existing literature and informing potential interventions in workplace settings.

Data Analysis

Respondents Profile

The respondents' profile analysis reveals a slightly skewed gender distribution, with males
constituting 53.3% and females 46.7% of the sample. In terms of age, the majority falls within
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the 31 to 50 years range, comprising 87.1% of respondents, with smaller percentages in age
categories below 30 years (4.9%), 51 to 60 years (4.9%), and above 60 years (2.9%). Education-
wise, 53.6% have undergraduate degrees, 32.7% hold postgraduate degrees, and 13.7%
completed only secondary school. Regarding income, 52.9% earn less than RM4,850, 31.0%
fall within the RM4,851 to RM10,970 range, and 16.0% report incomes exceeding RM10,971.
In terms of marital status, 66.0% of respondents are married, 33.7% are single, and widows
constitute a minimal 0.3% of the total. In summary, the survey sample is predominantly
composed of males aged 31 to 50, with an educational background primarily at the
undergraduate level. The majority have incomes below RM4,850, and a significant proportion
are married, providing valuable demographic insights for the study.

Common Method Bias

Kock (2015) and Kock & Lynn (2012) introduced an inclusive methodology referred to as the
collinearity test, which addresses both vertical and horizontal collinearity aspects. The
identification of pathological collinearity relies on variance inflation factors (VIFs) exceeding
3.3, indicating a notable concern for common method bias within the model. Consequently,
if the VIFs derived from the comprehensive collinearity assessment fall below 3.3, it can be
deduced that the model remains unaffected by common method bias. As outlined in Table 1,
the VIFs resulting from the overall collinearity assessment were found to be below 3.3,
confirming the absence of any common method bias issue within the model.

Table 1
Full Collinearity
MSUSC MDEP MANX MEEX MLIC

MSUSC 1.839 1.784 1.756 1.475
MDEP 1.681 1.340 1.647 1.665
MANX 1.766 1.451 1.811 1.783
MEEX 1.270 1.304 1.324 1.326
MLIC 1.398 1.726 1.707 1.736

Measurement Model

In this investigation, we adopted the methodology recommended by Hair et al. (2017) to
assess each measurement in both the first and second order, facilitating the identification of
items with loadings below the 0.7 threshold. The analyses of construct reliability and validity
unveiled that the Average Variance Extracted (AVE) for all constructs ranged from 0.587 to
0.702, surpassing the 0.5 benchmark, thereby indicating well-established convergent validity
Hair et al (2017) (Table 2). Furthermore, the composite reliability for all constructs exceeded
0.7, falling within the range of 0.850 to 0.904. Additionally, Cronbach's alpha values for all
constructs were greater than 0.7, varying from 0.765 to 0.857 (Table 2). To ensure
discriminant validity, the initial step involved the evaluation of cross-loadings, ensuring
appropriate representation and measurement of respective constructs (Table 3).
Subsequently, the Heterotrait-Monotrait (HTMT) ratio was employed for further assessment,
adhering to the recommended criterion for examining discriminant validity in Variance-Based
Structural Equation Modeling (VB-SEM) (Henseler et al., 2015). Table 4 presented the HTMT
ratios, original sample, and 95% confidence intervals, affirming compliance with the HTMT
threshold of 0.85. The bias-corrected and accelerated bootstrap confidence intervals were all
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Table 2

Construct Reliability & Validity
Constructs CA CR AVE
ANX 0.850(0.813, 0.880) 0.892(0.868, 0.912) 0.625(0.571, 0.675)
DEP 0.765(0.716, 0.812) 0.850(0.824, 0.878) 0.587(0.537, 0.641)
EEX 0.857(0.823, 0.886) 0.904(0.883, 0.922) 0.702(0.654, 0.746)
LIC 0.837(0.799, 0.868) 0.885(0.861, 0.904) 0.606(0.554, 0.654)
SUSC 0.801(0.761, 0.838) 0.870(0.847, 0.891) 0.625(0.582, 0.672)

Notes: 97.5% Confidence Interval,
AVE=Average

CA=Cronbach Alpha CR=Composite Reliability

Variance Extracted

Table 3
Cross Loadings

ANX DEP EEX LIC SuUsC
ANX1 0.760 0.478 0.251 0.311 0.298
ANX2 0.804 0.417 0.314 0.372 0.399
ANX3 0.844 0.600 0.369 0.506 0.510
ANX4 0.840 0.467 0.312 0.387 0.417
ANX5 0.694 0.462 0.258 0.312 0.352
DEP1 0.450 0.781 0.342 0.333 0.336
DEP2 0.384 0.781 0.260 0.253 0.313
DEP3 0.474 0.690 0.248 0.361 0.300
DEP4 0.568 0.808 0.309 0.356 0.349
EEX1 0.376 0.345 0.870 0.295 0.413
EEX2 0.365 0.303 0.853 0.309 0.388
EEX3 0.241 0.283 0.850 0.310 0.313
EEX4 0.304 0.341 0.774 0.332 0.352
LIC1 0.421 0.400 0.317 0.787 0.554
LIC2 0.402 0.352 0.252 0.819 0.482
LIC3 0.316 0.315 0.276 0.789 0.432
LICA 0.361 0.289 0.295 0.733 0.475
LIC5 0.395 0.303 0.301 0.761 0.455
susc1 0.484 0.401 0.371 0.562 0.808
suUsC2 0.413 0.340 0.351 0.443 0.795
SUSC3 0.422 0.349 0.356 0.473 0.807
SuUsc4 0.278 0.235 0.309 0.473 0.751
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Table 4
Hetrotrait-Monotrait(HTMT) Ratios
Construct
S ANX DEP EEX LIC
0.752(0.657,
DEP 0.842)
0.442(0.310, 0.466(0.312,
EEX 0.570) 0.609)
0.563(0.433, 0.527(0.396, 0.437(0.311,
LIC 0.665) 0.640) 0.560)
0.596(0.479, 0.533(0.389, 0.526(0.385, 0.748(0.660,
SUSC 0.692) 0.661) 0.647) 0.825)

Note: A two-tail percentile bootstrap test at 5% confidence interval (2.5%, 97.5%) with 5,000
sub-samples was performed

Structural Model

In this research, the assessment of the structural model adhered to the methodology
delineated by Hair et al (2017), concurrently examining pathway coefficients (B) and
coefficients of determination (R?). The Partial Least Squares (PLS) method was applied,
utilizing 5000 subsamples to determine the significance level of path coefficients. The
outcomes of hypothesis tests for confidence intervals, encompassing the path coefficients
(beta), corresponding t-statistics, and p-values, are elaborated in Table 5. This meticulous
analysis provides valuable insights into the significance and robustness of the relationships
among the variables within the structural model. The hypotheses testing results, detailed in
Table 5, provide a nuanced analysis of each hypothesis, emphasizing Beta coefficients, T-
statistics, P-values, and decisions. For H1, suggesting a connection between Depression and
Low Internal Control, the Beta coefficient of 0.162, T-statistics of 2.571, and P-value of 0.010
indicate strong support for the hypothesis. Conversely, H2, positing a relationship between
Depression and Susceptibility, is not supported, as evidenced by a Beta coefficient of 0.044,
T-statistics of 0.693, and a non-significant P-value of 0.488. Moving to H3, Low Internal
Control significantly mediates the relationship between depression and Susceptibility, the
Beta coefficient of 0.070, T-statistics of 2.429, and P-value of 0.015 confirm the support for
this complex relationship. For H4, proposing a relationship between Anxiety and Low Internal
Control, the substantial Beta coefficient of 0.318, accompanied by a T statistic of 4.988 and a
remarkably low P value of 0.000, strongly supports the hypothesis. Moving to HS5,
investigating the association between Anxiety and Susceptibility, the Beta coefficient of
0.201, T statistic of 3.359, and a P value of 0.001 provide robust evidence, leading to a decisive
endorsement of the hypothesis. Similarly, in H6, Low Internal Control significantly mediates
the relationship between Anxiety and Susceptibility and is strongly supported by a Beta
coefficient of 0.138, a T-statistic of 4.131, and a P value of 0.000. For H7, postulating a
connection between Emotional Exhaustion and Low Internal Control, the Beta coefficient of
0.187, T-statistics of 3.323, and P-value of 0.001 provide compelling evidence, leading to the
decisive support for the hypothesis. H8, exploring Emotional Exhaustion and its relation to
Susceptibility, also stands supported, with a Beta coefficient of 0.185, T-statistics of 3.099,
and a P-value of 0.002, reinforcing the robustness of this association. Moving to H9, which
examines the link between Low Internal Control and Susceptibility, the substantial Beta
coefficient of 0.435, T-statistics of 8.476, and an impressively low P-value of 0.000 underscore
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the strength of this relationship, leading to unequivocal support for the hypothesis. Lastly,
H10, Low Internal Control significantly mediates the relationship between Emotional
Exhaustion and Susceptibility and is strongly supported by a Beta coefficient of 0.081, T-
statistics of 3.027, and a P-value of 0.003.

Table 6 offers a comprehensive overview of the effect sizes measured independently of the
sample size, following Cohen's criteria (1992): small (0.020 to 0.150), medium (0.150 to
0.350), or large (0.350 or greater). The observed effect sizes spanned from small (0.002) to
large (0.253). Intrinsic Value Inflation Factor (VIF) values, detailed in Table 6, remained below
the more lenient threshold of 5, with the highest value recorded at 1.838. This level of
collinearity facilitates meaningful comparisons of sizes and interpretation of coefficients
within the structural model. A notable degree of explained variance for the endogenous
construct is evident, with an R2 value of 0.472 (Figure 1). Regarding the mediator, the model
accounted for approximately 29.5% of the variance in the structure, as indicated by an R?
value of 0.295.

The model's inference and managerial suggestions were evaluated via out-of-sample
predictive analysis using the PLSpredict method (Shmueli et al., 2016, 2019). Table 7 reveals
superior Q2 predictions (>0) by PLS-SEM over naive mean predictions, while PLS-SEM's
consistently lower RMSE values than linear model (LM) benchmarks underscore its predictive
prowess. Additionally, the root mean square error (RMSE) values of PLS-SEM predictions were
consistently lower than those of the linear model (LM) prediction benchmark in nine out of
nine instances, underscoring the predictive prowess of the proposed model as depicted in
Table 7. Hair et al (2022) introduced the Cross-Validated Predictive Ability Test (CVPAT), and
Liengaard et al (2021) utilized a CVPAT and PLSpredict analysis. Table 8 confirms PLS-SEM's
superior predictive capabilities, with lower average loss values compared to indicator
averages and LM benchmarks, supporting its enhanced predictive performance.

Ringle and Sarstedt (2016); Hair et al (2018) proposed Importance Performance Map Analysis
(IPMA) to assess latent variable significance and effectiveness in explaining acceptance, as
detailed in Table 9. The overall impact on susceptibility was most pronounced for low internal
control (0.435), followed by anxiety (0.339), emotional exhaustion (0.266), and depression
(0.114), indicating their relative importance in adoption. Emotional exhaustion scored highest
(67.543), while low internal control had the lowest score (61.030) on a 0-100 scale, reflecting
better performance by emotional exhaustion and lower achievement for low internal control.
Despite ranking third in susceptibility importance, low internal control displayed the lowest
performance. These results suggest prioritizing activities to improve low internal control
among working adults, potentially enhancing overall susceptibility to online scams.
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Table 5
Hypotheses Testing Results
Hypotheses Beta T Statistics P Values 2.50% 97.50% Decision
H1: DEP -> LIC 0.162 2.571 0.010 0.030 0.278  Supported
H2: DEP -> SUSC 0.044 0.693 0.488 -0.065 0.178  Not Supported
H3: DEP -> LIC->SUSC  0.070 2.429 0.015 0.016 0.127  Supported
H4: ANX -> LIC 0.318 4.988 0.000 0.170 0.432  Supported
H5: ANX -> SUSC 0.201 3.359 0.001 0.097 0.327  Supported
H6: ANX -> LIC->SUSC 0.138 4.131 0.000 0.074 0.210  Supported
H7: EEX-> LIC 0.187 3.323 0.001 0.075 0.290  Supported
H8: EEX -> SUSC 0.185 3.099 0.002 0.064 0.307  Supported
H9: LIC -> SUSC 0.435 8.476 0.000 0.322 0.524  Supported
H10: EEX -> LIC->SUSC 0.081 3.027 0.003 0.032 0.133 Supported
Table 6
Effect Sizes (f?) & Variance Inflation Factor (VIF)
f2 VIF
ANX -> LIC 0.084 1.695
ANX -> SUSC 0.041 1.838
DEP -> LIC 0.022 1.685
DEP -> SUSC 0.002 1.722
EEX -> LIC 0.040 1.223
EEX -> SUSC 0.051 1.273
LIC -> SUSC 0.253 1.418
Table 7
PLSpredicts
Indicators PLS-RMSE LM-RMSE PLS-LM Q2 predict
LIC1 0.633 0.639 -0.006 0.207
LIC2 0.634 0.647 -0.013 0.167
LIC3 0.681 0.689 -0.008 0.121
LIC4 0.698 0.713 -0.015 0.145
LIC5 0.632 0.638 -0.006 0.166
SUSC1 0.624 0.630 -0.006 0.262
SuUSsC2 0.627 0.642 -0.015 0.201
SUSC3 0.682 0.697 -0.015 0.210
SuUsc4 0.749 0.760 -0.011 0.098
Table 8
Cross-Validated Predictive Ability Test (CVPAT)
Average loss difference t-value p-value
LIC -0.246 4.590 0.000
SUSC -0.122 3.616 0.000
Overall -0.184 4.661 0.000
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Table 9
Importance-Performance Map Analysis (IPMA)
Constructs Total Effect Performance
ANX 0.339 66.609
DEP 0.114 66.591
EEX 0.266 67.543
LIC 0.435 61.030
Discussion

The study's findings illuminate the intricate connections between psychological well-being
and susceptibility to online scams among working adults, underscoring the paramount role of
low internal control as a key determinant. With the highest influence on susceptibility (0.435)
and the lowest performance score (61.030), low internal control emerges as a critical focal
point for targeted interventions. Strategies aimed at mitigating depression, anxiety, and
emotional exhaustion can serve as effective means to bolster internal control and reduce
vulnerability to online scams. Addressing emotional exhaustion, a prevalent occupational
hazard involves implementing organizational measures that foster a supportive work
environment. Employers can introduce stress management programs, encourage open
communication channels, and promote a culture that values employee well-being.
Additionally, initiatives to improve work-life balance and flexibility can contribute significantly
to reducing emotional exhaustion, thereby fortifying individuals against online scam
susceptibility. Combatting anxiety requires a comprehensive approach encompassing
cognitive-behavioral techniques, stress reduction programs, and mindfulness practices.
Employers can play a pivotal role by offering stress management workshops, creating
awareness about coping mechanisms, and integrating mindfulness initiatives into the
workplace culture. Individuals, on the other hand, can proactively engage in mindfulness
exercises, fostering emotional resilience and decreasing susceptibility to anxiety-related
online scams. Mitigating depression involves multifaceted interventions. Employers can
implement mental health support programs, destigmatize seeking professional help, and
encourage a workplace atmosphere that prioritizes psychological well-being. Individuals can
adopt lifestyle changes, engage in social activities, and seek therapy to address depressive
symptoms effectively. Collectively, these strategies contribute not only to enhancing internal
control but also to fostering mental well-being among working adults. By prioritizing and
implementing these measures, organizations can create resilient and empowered
workforces, substantially reducing susceptibility to online scams and cultivating a healthier
and more secure work environment.

Theoretical Implications

The findings of the above study hold significant theoretical implications for the Conservation
of Resources (COR) theory, shedding light on the dynamics between psychological resources
and susceptibility to online scams among working adults. According to COR theory, individuals
strive to acquire, protect, and maintain valuable resources, and the study's identification of
low internal control as a central determinant aligns with this framework. The results suggest
that low internal control can be perceived as a critical psychological resource within the work
context, influencing susceptibility to online scams. This extends the application of COR theory
beyond traditional workplace stressors to encompass the digital realm, emphasizing the
importance of psychological resources in navigating the complexities of the online
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environment. Moreover, the study's exploration of the relationships between depression,
anxiety, emotional exhaustion, and online scam susceptibility contributes to our
understanding of resource dynamics within the COR framework. It highlights the vulnerability
of individuals with depleted psychological resources, showcasing the relevance of COR theory
in explaining the impact of resource deficits on susceptibility to online scams. The study's
emphasis on targeted interventions to address mental health issues as a means to enhance
internal control aligns with COR theory's proposition that resource investment and acquisition
are crucial for maintaining well-being. It suggests that bolstering psychological resources,
such as internal control, through interventions can potentially act as a protective factor
against online scam susceptibility. These theoretical implications emphasize the adaptability
and relevance of COR theory in understanding resource dynamics in the modern, technology-
driven workplace, paving the way for future research and intervention strategies in both the
occupational and digital realms.

Contextual Implications

The findings of the above study carry significant contextual implications, particularly for the
workplace environment and broader efforts to enhance cybersecurity awareness and
resilience among working adults. The identification of low internal control as a central
determinant of susceptibility to online scams suggests that interventions targeting this
psychological resource could prove instrumental in mitigating cyber threats. Workplace
initiatives aimed at fortifying internal control through stress management programs,
organizational support, and work-life balance enhancements are crucial contextual
implications for fostering a secure work environment. Additionally, the study underscores the
importance of considering mental health as a critical factor in the context of cybersecurity.
Employers and organizations can benefit from recognizing and addressing the psychological
well-being of their workforce as an integral part of cybersecurity strategies. Initiatives
promoting mental health, stress reduction, and coping mechanisms can contribute not only
to the overall well-being of employees but also to creating a more secure and resilient
workforce in the face of evolving cyber threats. Furthermore, the study suggests that
cybersecurity awareness and training programs should extend beyond traditional technical
aspects to include psychological factors. Educational efforts should incorporate information
on the psychological aspects of online scam susceptibility, emphasizing the importance of
maintaining robust internal control to navigate the digital landscape securely. This contextual
shift in cybersecurity awareness programs aligns with the evolving nature of digital threats
and the need for a holistic approach that considers both technical and psychological
dimensions in building a cyber-secure workforce and environment.

Practical Implications

The practical implications drawn from the above study offer actionable insights for both
individuals and organizations aiming to enhance cybersecurity resilience among working
adults. To mitigate susceptibility to online scams, individuals can adopt targeted strategies to
bolster their internal control, such as participating in stress management programs,
embracing mindfulness practices, and seeking professional help to manage mental health
effectively. These practical steps align with the study's emphasis on enhancing psychological
resources to fortify defenses against cyber threats. For organizations, implementing
workplace initiatives prioritizing employee well-being, including stress management
workshops and creating a supportive work environment, can contribute to a more resilient
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workforce. Recognizing the role of mental health in cybersecurity, companies should
integrate mental health support programs into their wellness initiatives. This dual approach
fosters employee well-being and strengthens the organization's cybersecurity posture by
addressing the psychological factors influencing susceptibility to online scams. Furthermore,
the study suggests tailoring cybersecurity training programs to encompass technical aspects
and the psychological dimensions of online scam susceptibility. By incorporating information
on maintaining robust internal control and promoting mental health within cybersecurity
awareness training, organizations can empower employees with a comprehensive skill set to
navigate the digital landscape securely. These practical implications underscore the
importance of a holistic and proactive approach to cybersecurity, intertwining mental well-
being and technical proficiency for a resilient and secure workforce.

Suggestions for Future Study

Building on the insights gained from the above study, several avenues for future research
emerge. Firstly, exploring the effectiveness of targeted interventions aimed at enhancing
internal control and reducing susceptibility to online scams warrants investigation. Assessing
the long-term impact of stress management programs, mindfulness initiatives, and mental
health support on both psychological well-being and cybersecurity resilience could provide
valuable insights. Additionally, further research could delve into the role of organizational
culture in influencing employees' internal control and susceptibility to online scams.
Understanding how organizational practices and values contribute to or mitigate
psychological factors related to cybersecurity could guide the development of tailored
interventions. Furthermore, investigating the impact of technological advancements, such as
artificial intelligence and machine learning, on the evolving landscape of online scams is
crucial. Exploring how emerging technologies may influence the psychological dynamics of
susceptibility and the effectiveness of traditional interventions is essential for staying ahead
of cyber threats.

Conclusion

This study underscores the pivotal role of low internal control as a determinant of
susceptibility to online scams among working adults. By emphasizing the interconnectedness
of mental health and cybersecurity, the findings highlight the importance of targeted
interventions for individuals and organizations. Practical strategies, such as stress
management programs and mindfulness initiatives, can enhance internal control and fortify
defences. Moreover, the study suggests a holistic approach to cybersecurity training,
integrating both technical and psychological dimensions. As the digital landscape evolves,
these insights pave the way for future research and practical initiatives that prioritize
psychological well-being to foster a resilient and secure workforce.

References

Alhaddad, M., Mohd, M., Qamar, F., & Imam, M. (2023). Study of Student Personality Trait on
Spear-Phishing Susceptibility Behavior. International Journal of Advanced Computer
Science and Applications, 14(5).

Ayaburi, E. W., & Andoh-Baidoo, F. K. (2023). How do technology use patterns influence
phishing susceptibility? A two-wave study of the role of reformulated locus of
control. European Journal of Information Systems, 1-21.

Boyle, P. A, Yu, L., Mottola, G., Innes, K., & Bennett, D. A. (2022). Degraded rationality and

1021



INTERNATIONAL JOURNAL OF ACADEMIC RESEARCH IN BUSINESS AND SOCIAL SCIENCES

Vol. 14, No. 5, 2024, E-ISSN: 2222-6990 © 2024
suboptimal decision-making in old age: A silent epidemic with major economic and
public health implications. Public Policy & Aging Report, 32(2), 45-50.

Burns, A. J., Roberts, T. L., Posey, C., Lowry, P. B., & Fuller, B. (2023). Going beyond
deterrence: a middle-range theory of motives and controls for insider computer
abuse. Information Systems Research, 34(1), 342-362.

Cavaliere, L. P. L., Lourens, M. E., Muda, I., Kumar, A., Chabani, Z., Swadia, B. U,, ... & Regin,
R. (2021). The impact of internal control practices on minimizing fraud in
companies. Natural Volatiles and Essential Oils; 8(5).

Cohen, J. (1992). A power primer. Psychological Bulletin, 112, 155-159. doi:10.1037/0033-

2909.112.1.155

DelLiema, M., Li, Y., & Mottola, G. (2023). Correlates of responding to and becoming
victimized by fraud: Examining risk factors by scam type. International Journal of
Consumer Studies, 47(3), 1042-1059.

Ebner, N. C,, Ellis, D. M., Lin, T., Rocha, H. A., Yang, H., Dommaraju, S., ... & Oliveira, D. S.
(2020). Uncovering susceptibility risk to online deception in aging. The Journals of
Gerontology: Series B, 75(3), 522-533.

Fainstad, T., Mann, A,, Suresh, K., Shah, P., Dieujuste, N., Thurmon, K., & Jones, C. D. (2022).
Effect of a novel online group-coaching program to reduce burnout in female resident
physicians: a randomized clinical trial. JAMA network open, 5(5), €2210752-e2210752.

Guerra, A., & Taylor, K. (2021). Scam Susceptibility: Determining the Dominant Factor for an
Adolescent’s Decision-making. Journal of Student Research, 10(4).

Hair, J. F., Hult, G. T. M., Ringle, C. M., & Sarstedt, M. (2017). A primer on partial

least squares structural equation modeling (PLS-SEM) (2nd ed.). Thousand
Oaks, CA: SAGE.
Hair, J. F., Hult, G. T. M., Ringle, C. M., & Sarstedt, M. (2022). A Primer on Partial Least
Squares Structural Equation Modeling (PLS-SEM) (3 ed.). Thousand Oaks, CA: Sage.

Hall, L., Moray, J., Gross, E., & Lichtenberg, P. A. (2022). The relationship between financial
decision-making and financial exploitation in older Black adults. Journal of aging and
health, 34(3), 472-481.

Henseler, J., Ringle, C. M., and Sarstedt, M. (2015). A new criterion for assessing discriminant
validity in variance-based structural equation modeling, Journal of the Academy of
Marketing Science, 43(1): 115-135.

Hobfoll, S. E. (1989). Conservation of resources: A new attempt at conceptualizing
stress. American  Psychologist,  44(3), 513-524. https://doi.org/10.1037/0003-
066X.44.3.513

Kock, N., & Lynn, G. S. (2012). Lateral collinearity and misleading results in variance-based

SEM: An illustration and recommendations. Journal of the Association for
Information Systems, 13(7), 546-580.

Kock, N. (2015). Common method bias in PLS-SEM: A full collinearity assessment approach.
International Journal of e-Collaboration, 11(4), 1-10.

Lazarus, S., Whittaker, J. M., McGuire, M. R., & Platt, L. (2023). What do we know about
online romance fraud studies? A systematic review of the empirical literature (2000 to
2021). Journal of Economic Criminology, 100013.

Lee,Y.Y,, Gan, C. L., & Liew, T. W. (2022). Phishing victimization among Malaysian young
adults: cyber routine activities theory and attitude in information sharing online. The
Journal of Adult Protection, 24(3/4), 179-194.

Leonardo Cavaliere, L. P., Subhash, N., Durga Rao, P. V., Mittal, P., Koti, K., Chakravarthi, M.

1022


https://www.smartpls.com/documentation/getting-started/pls-sem-book
https://www.smartpls.com/documentation/getting-started/pls-sem-book

INTERNATIONAL JOURNAL OF ACADEMIC RESEARCH IN BUSINESS AND SOCIAL SCIENCES

Vol. 14, No. 5, 2024, E-ISSN: 2222-6990 © 2024

K., ... & Regin, R. (2021). The Impact of Internet Fraud on Financial Performance of
Banks. Turkish Online Journal of Qualitative Inquiry, 12(6).

Liengaard, B. D., Sharma, P. N., Hult, G. T. M., Jensen, M. B., Sarstedt, M., Hair, J. F., & Ringle,
C. M. (2021). Prediction: Coveted, Yet Forsaken? Introducing a Cross-validated
Predictive Ability Test in Partial Least Squares Path Modeling. Decision Sciences, 52(2),
362-392.

Mann, A,, Shah, A. N., Thibodeau, P. S., Dyrbye, L., Syed, A., Woodward, M. A,, ... & Fainstad,
T. (2023). Online well-being group coaching program for women physician trainees: a
randomized clinical trial. JAMA Network Open, 6(10), e2335541-e2335541.

McDowell, J. (2023). Exploring the Relationship Between Self-Esteem, Financial Egocentrism,
and Fraud Susceptibility in Cyber-Enabled Fraud Schemes Involving Crypto Assets.
Nolte, J., Hanoch, Y., Wood, S., & Hengerer, D. (2021). Susceptibility to COVID-19 scams: The
roles of age, individual difference measures, and scam-related perceptions. Frontiers in

Psychology, 12, 789883.

Palmieri, M., Shortland, N., & McGarry, P. (2021). Personality and online deviance: The role
of reinforcement sensitivity theory in cybercrime. Computers in human behavior, 120,
106745.

Nugroho, D. S., & Diyanty, V. (2022). Hexagon Fraud in Fraudulent Financial Statements: the
Moderating Role of Audit Committee. Jurnal Akuntansi Dan Keuangan |

Indonesia, 19(1), 3.

Reeves, A., Delfabbro, P., & Calic, D. (2021). Encouraging employee engagement with
cybersecurity: How to tackle cyber fatigue. SAGE open, 11(1), 21582440211000049.

Ringle, C. M., and Sarstedt, M. (2016). Gain more insight from your PLS-SEM results: The
importance-performance map analysis. Industrial Management & Data Systems. 116:
1865-1886.

Sarno, D. M., & Black, J. (2023). Who Gets Caught in the Web of Lies?: Understanding
Susceptibility to Phishing Emails, Fake News Headlines, and Scam Text
Messages. Human Factors, 00187208231173263.

Shmueli, G., M. Sarstedt, J.F. Hair, J.-H. Cheah, H. Ting, S. Vaithilingam, and C.M. Ringle.
(2019). Predictive model assessment in PLS-SEM: Guidelines for using PLSpredict.
European Journal of Marketing. 53: 2322—-2347.

Singh, M. M., Frank, R., & Zainon, W. M. N. W. (2021). Cyber-criminology defense in pervasive
environment: A study of cybercrimes in Malaysia. Bulletin of Electrical Engineering and
Informatics, 10(3), 1658-1668.

Smith, R. E., & Ascough, J. C. (2016). Promoting emotional resilience cognitive-affective stress
management training. New York, NY: Guilford Publication, Inc.

Sur, A., Deliema, M., & Brown, E. (2021). Contextual and social predictors of scam
susceptibility and fraud victimization. Available at SSRN 4053903.

Tang, J., Akram, U., & Shi, W. (2021). Why people need privacy? The role of privacy fatigue
in app users' intention to disclose privacy: based on personality traits. Journal of
Enterprise Information Management, 34(4), 1097-1120.

Thomas, M. F., Binder, A., & Matthes, J. (2021). RETRACTED ARTICLE: Sexting during social
isolation: Predicting sexting-related privacy management during the COVID-19
pandemic. Cyberpsychology: Journal of Psychosocial Research on Cyberspace, 15(3).

Ting, T. T., Cheah, K. M., Khiew, J. X., Lee, Y. C., Chaw, J. K., & Teoh, C. K. (2024). Validation of

1023


https://onlinelibrary.wiley.com/doi/full/10.1111/deci.12445
https://onlinelibrary.wiley.com/doi/full/10.1111/deci.12445

INTERNATIONAL JOURNAL OF ACADEMIC RESEARCH IN BUSINESS AND SOCIAL SCIENCES

Vol. 14, No. 5, 2024, E-ISSN: 2222-6990 © 2024
cyber security behaviour among adolescents at Malaysia university: Revisiting gender
as a role. International Journal of Innovative Research and Scientific Studies, 7(1), 127-
137.

Ulo, E. D. A. F. E. (2022). Socio-Economic Status and Peer Influence as Correlate of Juvenile
Involvement In Internet Fraud In Delta State, Nigeria. International Journal of Scientific
and Research Publications, 12(11), 305.

Wen, X., Xu, L., Wang, J., Gao, Y., Shi, J., Zhao, K., ... & Qian, X. (2022). Mental States: A Key
Point in Scam Compliance and Warning Compliance in Real Life. International
Journal of Environmental Research and Public Health, 19(14), 8294.

Wilson, S., Hassan, N. A., Khor, K. K., Sinnappan, S., Abu Bakar, A. R., & Tan, S. A. (2023). A
holistic qualitative exploration on the perception of scams, scam techniques and
effectiveness of anti-scam campaigns in Malaysia. Journal of Financial Crime.

Yong, H. N. A,, Kuah, Y. C., Wei, C. Y., & Rafay, A. (2023). Consumer Risk Perception Towards
Cybercrimes and E-Commerce: The Case of Malaysia. In Theory and Practice of
lllegitimate Finance (pp. 184-202). IGI Global.

1024



