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Abstract

The utilisation of social media among organisations is growing tremendously and is seen to
be moving forward in line with the rapidly evolving technology in Malaysia. It is inevitable that
social media not only provides benefits to organisations but also exposes organisations to
various risks. Local organisations often get public attention when an issue related to the
organisation goes viral on social media, exposing them to reputation risk and eventually
affecting their reputation. Changes in the reputation of organisations affect relationships with
their stakeholders. Most organisations today are aware of the importance of using social
media. Despite the beneficial usage of social media, organisations encounter social media
risks that require attention and must be catered to wisely. Due to the vulnerability of social
media, there is a high possibility of being attacked, which indicates the need for effective
cybersecurity in organisations. The aim of this conceptual paper is to discuss the relationship
between social media usage and organisation’s reputation risk, in which organisation’s
cybersecurity is predictably act as a mediator in the relationship between the variables.
Keywords: Social Media, Cybersecurity, Reputation Risk, Organisations, Stakeholders

Introduction

The rise of social media has led to changes in how organisations operate their daily activities
(Olanrewaju et al., 2020). Nowadays, the use of social media is not limited to individuals.
Organisations also take the opportunity to leverage social media. The utilisation of social
media among organisations is growing tremendously and is seen to be moving forward in line
with the rapidly evolving technology in Malaysia. Organisations are now creating social media
accounts to improve their social network presence, enhance public interest in their
organisations, and connect with the online public (Parveen et al., 2015).
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Malaysia is moving in tandem with the 4.0 industrial revolution, where digital technology
connects individuals and organisations. Thus, organisations need to follow the same pace to
remain relevant. According to Van Osch & Coursaris (2013), organisational social media is a
technology that supports various actors, such as management, employees and external
stakeholders, in various organisational communication activities. The functions of
organisational social media include producing user-generated content, developing and
maintaining social relationships, or enabling other computer-mediated interactions and
collaborations in a specific organisation and its environment (Van Osch & Coursaris, 2013).
With the advances in technology, these diverse stakeholders can create and curate content
and become spectators (McCorkindale & Distaso, 2013). Nowadays, stakeholders often rely
on social media to look for information related to the organisations’ stories or updates.
Benthaus, Risius, & Beck (2016) indicated that it is important to provide relevant content to
the respective stakeholders via social media since it has the highest return on the reputation
of the organisation. According to Choi & Thoeni (2016), consumers use more of social media
as a trusted source of information to give comments on organisations’ offerings. It continues
to be difficult for organisations to make a strategic decision at the right level of engagement
to share the message while improving the stakeholders’ perception of the organisation
(Benthaus et al., 2016).

Statistics show that in 2017, around 55% of the companies in Malaysia working in the services
sector were using social media to publish information about themselves (Muller, 2021). Using
social media platforms such as Facebook, YouTube, Twitter, LinkedIn, Instagram, etc.,
continue to attract people by building online communities to allow people to connect and
interact with organisations. It is inevitable that social media not only provides benefits to
organisations but also risks need to be encountered. Also, social media is vulnerable to
cyberattacks.

Social media not only contributes to the spike in cybersecurity problems but also to the rise
of cyberattack threats (Ali et al., 2019). The increase in cyberattacks has made cybersecurity
the top concern in organisations (Gibbs, 2020). Thus, cybersecurity is important in
organisations, especially involving social media, since it could impact the organisation’s
reputation. Social media has made cybersecurity threats a primary attention that needs
cybersecurity efforts.

Organisations leveraging social media make cybersecurity the top priority to address. Dealing
with digital technology, such as utilising social media, necessitates the most effective security
to protect the organisation's data and information from being attacked, misused, or taken
advantage of by irresponsible parties for their interest. Hence, this study assumes that a good
cybersecurity implementation should facilitate organisations to minimise reputation risk,
particularly with the utilisation of social media. This paper adds to the body of knowledge
regarding the importance of cybersecurity to mitigate an organisation's reputation risk from
using social media, which is deemed beneficial to organisations.

This conceptual paper explains the organisation’s reputation risk, social media usage, and
cybersecurity based on the previous literature. This study discusses the relationship between
social media, an organisation’s cybersecurity and the impact on organisational reputation risk.
This paper also seeks to enrich the existing literature on social media, organisation’s
cybersecurity and organisational reputation risk.
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Organisation Reputation Risk

Social media has made organisations known globally, which will get the world’s attention
even with a minor incident. Local organisations often get public attention when an issue
related to the organisation goes viral on social media, exposing them to reputation risk and
eventually affecting their reputation. Incidents reported on social media can result in brand
and reputation damage, a primary concern for large and small organisations (Spanier, 2015).
Extensive use of social media has bound organisations to take reputational risks that will
negatively affect the organisation’s goodwill (Mittal, 2015). Social media helps shape or
distort an organisation’s reputation by spreading truthful or false information (Kaul et al.,
2015).

As mentioned in the previous section, using social media has exposed organisations to
cybersecurity threats that could impact an organisation’s reputation risk. Reputation risk is
one of the key business activities organisations need to deal with (Hévener & Risk, 2015). It is
an increasingly important concern in today’s business world (Cho & Wu, 2014), especially in
well-known and established organisations. The results published by Deloitte (2014) global
survey on reputation risk showed that reputation risk is still a “strategic business issue” since
most of the executives (eighty-eight per cent) said that it was “a key business challenge” in
2014 (Deloitte, 2014). Reputation risk is a possible cause of threats or damage done to an
organization (Soprano et al., 2010), and it can happen in any situation regardless of type of
organisation.

Reputation risk comes from uncontrollable external and internal organisational factors (Aula
& Mantere, 2013). For example, through electronic word-of-mouth (eWOM), information can
be manipulated and reach a larger audience in a split second. It could be a positive, negative
or neutral eWOM that can spread rapidly (Majchrzak et al., 2013) and affect an organisation’s
reputation. Thus, social media has changed how organisations perform their activities and
communicate with their stakeholders (Aguenza et al., 2012). Consequently, organisations
must be attentive to what the stakeholders mention about them in social media.
Cybersecurity issues could impact an organisation’s reputation (Ursillo & Arnold, 2019), while
at the same time, the cybersecurity function can help to mitigate cybersecurity threats (Pienta
et al., 2020). Cyberattacks can ruin an organisation’s reputation (Perera et al., 2022).
Organisations must focus on cybersecurity to reduce the reputation risk due to the escalation
of cyberattacks with regard to social media usage (Perera et al., 2022). Cyberattacks and
adverse social media could contribute to reputation risk events (Pretty, 2018).

Inappropriate use of social media has increased risks to an organisation’s reputation,
threatens long-term survival and requires management of such reputational risk (Mittal,
2015). Spanier (2015) defines reputational risk as a situation that reduces the stakeholders’
perception of an organisation. Reputation risk also refers to a potential event that harms the
perceptions of stakeholders and other societal interest or issue groups and, as such, will lead
to diminished collaboration and support (Heil, 2018). Reputation risks have been listed on a
list of business risks that organisations must take seriously (Aula, 2010). According to Heil
(2018), reputational risk is a significant concern among most risk managers because
reputation is considered a major source of competitive advantage.

Changes in the reputation of organisations affect relationships with their stakeholders (Lange
& Lee, 2011). Consequently, there will be a loss of public trust and customer confidence,
which will damage the organisational reputation. Hausmann & Williams (2014) figured out a
risk chain to show how social media lead to an organisation’s reputational damage. The risk
chain example started with the hacking attack by external individuals or groups on the
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organisation’s social media account, which triggered a loss of content control involving the
posting of unauthorised messages or information resulting in the loss of customer confidence
and trust manifests in reputational damage.

Social Media Usage

Social media refers to a group of internet-based applications that build on the ideological and
technological foundations of Web 2.0 and allow the creation and exchange of User Generated
Content (Kaplan & Haenlein, 2010). Organisations commonly use Facebook and Twitter,
followed by blogs and YouTube (Parveen et al., 2015). This paper will use the term social
media, which refers to the country’s social media commonly used by organisations such as
Facebook, Twitter, LinkedIn and Instagram.

The use of social media varies according to the needs of the organisation. Most organisations
today are aware of the importance of using social media. Leveraging social media in the right
way provides many benefits to organisations. Social media possess beneficial usage to
organisations such as the fastest medium to get information, a medium for marketing
strategies, recruitment, connecting organisations and customers, sharing information to the
public, and communicating crisis information to stakeholders information (Reuter et al., 2016;
Kapoor et al., 2018; Sivertzen et al., 2013; Parveen et al., 2015; Tajudeen et al., 2018; Horn et
al., 2015).

Social media is the fastest medium to get information. It helps organisations receive
information from customers, the public, and competitors in the industry (De Lange et al.,
2008). Today, organisations use social media for various purposes, such as finding information
about their market, customers, and competitors. They leverage social media to identify
current trends in the market and their target groups to meet the needs and wants of the
customers (Parveen et al., 2015). They also look for information related to their competitors
on social media about their movement, tactics and promotional activities that can be treated
as a benchmark. According to Wilson (2009), most organisations nowadays act wisely, taking
the opportunities through social media to find new business opportunities, new groups of
like-minded individuals and organisations, and new sources of industry-specific advice and
expertise.

Organisations use social media as a medium for marketing strategies to reach the target
market, and it plays a massive role in marketing tactics. Organisations utilise social media for
advertising and promoting their services or products. Social media makes it easier for existing
or potential customers to get information about their services or products. Social media usage
in organisations helps to reduce the cost of marketing activities and customer service
(Parveen et al., 2015). Today, most organisations spend their time on social media such as
Facebook, Twitter and Instagram, making activities of advertising and promoting products
and services on social media to reach many people. Apart from the traditional marketing
medium, social media is another option that can attract the attention of netizens and create
awareness in Malaysia (Daud & Othman, 2019).

Some organisations use social media for hiring. Despite the traditional ways of advertising job
vacancies on traditional media such as television, radio and newspapers, organisations are
now shifting their methods of announcing vacant positions by using social media to keep
abreast of current technological developments. According to Aguenza et al (2012), using
social media for recruitment helps organisations reduce recruiting costs, lessen the number
of curriculum vitae generated by the job boards, and impact employee productivity. Social
media can expose the organisation’s brand to potential employees through recruitment
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(Sivertzen et al., 2013). Social media recruiting through platforms such as LinkedIn, Facebook,
and Twitter allows organisations to reach a broad candidate pool and sort potential recruits
(Cotriss, 2022).

In addition, social media connect organisations and customers. Social media is a platform for
customers to share their feedback, comments, and queries, making it easier for the
organisation to get instant feedback. On the other side, organisations can quickly and
efficiently address customer problems, which can help create a loyal customer base (Cotriss,
2022). With the aid of social media, customers and organisations can build good relationships
(Parveen et al., 2015). Social media offers organisations how to respond politely to various
reactions whenever customers express their satisfaction or dissatisfaction ranging from
experiences, ideas, and knowledge (DelLoach, 2018).

Most organisations use social media to share information about their organisation with the
public. The public tends to search for organisations’ social media to get information. Hence,
organisations that utilise their social media to share information will find ease in discovering
the information needed. Social media acts as an information-sharing channel that allows
organisations to share products, services, promotions, campaigns, current events and
upcoming activities with the public. In addition, social media sites that present the
organisation’s involvement in corporate responsibility activities provide added value in
enhancing the organisation’s image (Parveen et al., 2015).

Additionally, organisations can use social media to communicate crisis information to
stakeholders. Social media plays a significant role during critical or extreme events to
communicate information to stakeholders or the public (Kapoor et al., 2018). Organisations
can immediately respond to stakeholder questions and concerns using social media. Through
this platform, organisations can understand stakeholders’ needs during a crisis and provide
further explanations to maintain the organisation’s reputation. Roshan et al (2016) reported
that most organisations have started using social media to communicate emergencies to their
stakeholders. Customers and the public expect organisations to inform about crises quickly
via social media. If organisations are slow to respond to a problem, the public and netizens
will start spreading negative content and rumours through social media, affecting the
organisation’s reputation (Roshan et al., 2016). The challenge of using social media for crisis
communication is that stakeholders can easily create content, observe the organisation’s
actions in a crisis and organise activities against the organisation (Gruber et al., 2014; Xia,
2013).

Despite the beneficial usage of social media for organisations, organisations encounter social
media risks that require attention and must be catered to wisely. Out of all risks related to
social media, organisations are mainly threatened by social media risks such as content,
human, and technical risks (Hausmann & Williams, 2014). Social media content can trigger a
broad range of risks, such as loss of content control. Social media content is challenging to
control since it can be reused, re-purposed, or re-combined, and the content might be unclear
(Picazo-Vela et al., 2012; Zerfass et al., 2016). In addition, organisations have less control over
the stakeholders’ actions on social media (Roshan et al., 2016). Organisational stakeholders
consist of customers, suppliers, employees and communities. These stakeholders’ actions are
beyond the organisation’s control, especially on social media, where they can post any good
or bad information about the organisation.

Customers can quickly post any dissatisfaction or negative comments publicly on the
organisation’s social media. Consequently, this will negatively impact the organisation’s
reputation due to the aggressive action of the customers or clients. Organisational social
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media is the most accessible medium for the stakeholders to reach, where they can easily
express dissatisfaction and criticise the organisation, especially when there are unexpected
issues.

Employees might take advantage of acting more than the authority intended through social
media (Rudman, 2011). Employees responsible for managing social media accounts on behalf
of the company possibly abuse the given power and trust. This situation can be considered an
insider threat. Insider threats refer to a current or former employee, contractor or other
business partners who have or had authorised access to an organisation’s network, system,
or data and intentionally misused that access to negatively affect the confidentiality, integrity
or availability of the organisation’s information or information system (Cappelli et al., 2012).
Since social media is vulnerable, there is a high possibility of being attacked, which indicates
the need for effective cybersecurity in organisations.

Cybersecurity of Organisation

The extensive use of social media by organisations requires cybersecurity to mitigate the
consequences towards organisations. Cybersecurity protects networks, computers, and
programs from unauthorised access and loss through attacks on the Internet (Das, 2017).
Cybersecurity is the protection towards an organisation’s data from attacks by internal or
external actors. Social media exposes organisations to the problem of cybersecurity and also
contributes to increasing the threats of cyberattacks (Ali et al., 2019). The cybersecurity
threats in social media include social engineering attacks, lack of social media policy and
scams {Formatting Citation}.

Social engineering refers to an attack on information security for accessing systems or
networks (Syafitri et al., 2022). Social engineering attack on social media involves several
steps, which are information gathering, examination of social networking media, tailored
social engineering and sensitive insider information (Thakur et al., 2019). Social engineering
is the exploitation of human fallibility and gullibility to distribute malware (Laudon, 2017).
This kind of cybersecurity threat could harm social media. Organisations without social media
policies or guidelines have endangered their organisations (Thakur et al., 2019). The most
important things that must be addressed in a social media policy are: (1) the person who is
allowed to represent on behalf of the organisation, (2) what they are allowed to say, (3)
proper training for employees to manage the organisation’s social media and (4) appointment
of social media manager (Thakur et al., 2019).

Another cybersecurity threat in social media is scams. Cybercriminals often target social
media such as Facebook and Twitter to conduct horrible cybercrimes (Thakur et al., 2019).
Cybercriminals use various tactics to carry out scams on organisations’ social media accounts,
such as brand impersonation. Impersonation is the act of attempting to deceive someone by
pretending he is another person (Gharawi & Badawy, 2021). Brand impersonation refers to a
fake social media account of a particular organisation or brand in which irresponsible
individuals or groups manage to deceive the public. Recently, there have been cases of
impersonation involving The Star, where unsafe sites have pretended to be The Star and its
online news portal through Facebook-sponsored ads in a targeted attack (The Star, 2022).
Impersonation scams have become more prevalent in recent years, and most renowned
Malaysian brands have issued statements to make customers aware of such scams (Ping,
2022).

Other threats of social media include hacking, malware and spam. Hacking means gaining
unauthorised access to the organisations’ social media accounts (Rudman, 2011). Social

169



INTERNATIONAL JOURNAL OF ACADEMIC RESEARCH IN BUSINESS AND SOCIAL SCIENCES

Vol. 13, No. 2, 2023, E-ISSN: 2222-6990 © 2023

media sites such as Facebook, Twitter, LinkedIn, Pinterest, and Tumblr offer a worthy
environment for hackers (Laudon, 2017). Malware is an exploit designed to take advantage
of software vulnerabilities in a computer’s operating system, web browser, applications, or
other software components (Laudon, 2017). It includes various threats such as viruses,
worms, Trojan horses, ransomware, and bots. Meanwhile, spam refers to receiving
unwelcome messages and links through social media and using social media accounts to spam
(Joseph, 2012). Those are several forms of cyberattacks in which social media is vulnerable to
being attacked by cybercriminals or cyber crooks.

Due to these cybersecurity threats in social media, cybersecurity efforts must come into
action to mitigate the consequences that could impact organisational reputation risk.

Methodology and Conceptual Framework

The methodology of this conceptual paper examines the organisation’s reputation risk with
regards to social media usage, mediated by the organisation’s cybersecurity using the analysis
of the existing literatures. The propositions of this study is developed to analyse the
relationship between social media usage, organisation’s cybersecurity, and organisation’s
reputation risk. Based on the above discussion, the following propositions were formulated:

Proposition 1: Social media usage may impact an organisation’s reputation risk.

Proposition 2: Social media usage may impact an organisation’s cybersecurity.

Proposition 3: Cybersecurity of an organisation may impact an organisation’s reputation risk.

»  Cybersecurity

P2 ( Organisation’s ] P3
( )

Social Media ] P1 f Organisation’s
Usage J 'L Reputation Risk

Figure 1 Proposed Framework

Conclusion, Limitations and Future Research

Organisations today prefer to exploit social media over traditional media. This is because
there are various advantages to using social media. Still, at the same time, it is compulsory to
identify the social media risks, take precautionary steps and be prudent while using social
media. Building a reputation takes a long time, but reputation can destroy only overnight due
to small things that significantly impact the organisation. Therefore, organisations need to
take proactive measures to address risks. It is undeniable that organisations are unable to
control social media in total; hence, organisations must take precautionary measures to
ensure that reputational risks can be minimised.

Without a strategy, simply posting a message on social media can do more harm than good
(Fullerton, 2011). For example, posting content stimulates reaction, generating unexpected
results and network effects that can incur unexpected costs and outcomes for the
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organisation, unlike what was initially planned. However, many organisations are unwilling or
unable to develop strategies and allocate resources to engage effectively with social media
(Kietzmann et al., 2011).

Social media usage has various risks, requiring cybersecurity to protect from being invaded
by irresponsible parties. Cybersecurity threats in social media include social engineering
attacks, lack of social media policy, and scams that could harm organisations. Social media
has forced organisations to handle reputation risks that will negatively impact goodwill of the
organisations (Mittal, 2015). Cybersecurity is important in mitigating organisations’ social
media risks and cybersecurity threats.

This paper identified social media usage in organisations, exposing them to various social
media risks such as content, human, and technical risks. Using social media leads to
cybersecurity threats that could affect an organisation’s reputation risk. This paper figured
out the linkage where social media exposed organisations to cybersecurity threats which
eventually could damage an organisation’s reputation.

This conceptual paper addressed a few limitations. First, the discussion is based on the
literature review from past studies. The propositions, framework, and variables are formed
based on the gaps identified regarding the cybersecurity organisation and the organisation’s
reputation risks from the earlier studies. Second, this paper only explains the variables and
their relationship. The predictions of effects are based on the existing literature. There is still
a lack of studies to show how social media, an organisation’s cybersecurity and reputation
risk relate to each other. Based on the limitations of the study, it is suggested that future
studies could explore cybersecurity efforts with regard to social media usage and an
organisation’s reputation risks. Empirical research might be needed to determine how these
constructs link to each other.
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